
OVERVIEW
Federal Agency:  Social Security Administration, Office of Research, Evaluation, and Statistics

Title:  Retirement and Disability Research Consortium

Announcement Type:  New Announcement

Funding Opportunity Number:  RDRC-RDRC-18-01
Catalog of Federal Domestic Assistance (CFDA) Number:  CFDA 96.007, SSA Research and Demonstration.   SSA announces the solicitation of applications for cooperative agreements to compete the Retirement and Disability Research Consortium (RDRC).  SSA seeks applications in support of the RDRC that will continue to serve as a national resource fostering high quality research, communication, and education on matters related to retirement and disability policy.  The Consortium may consist of one or more research “centers” – research organizations, universities, and associations of research organizations and universities in the United States that may include affiliates at other research institutions.  The Consortium’s program purpose is to benefit the public through research, evaluation, and data development; dissemination; and training and education on topics relevant to Social Security.
Deadlines:  
Application Deadline:  The opening date of this announcement is the date of publication.  The closing date for receipt of grant applications under this announcement is 5:00 pm Eastern Standard Time on Friday, June 8, 2018.

Letter of Intent Deadline:  Prospective applicants are asked to submit by Monday, May 7, 2018, a letter of intent that includes (1) the funding opportunity number and title; (2) a brief description of the proposed center; (3) the name, postal, and e-mail addresses, and the telephone and fax numbers of the center’s director; and (4) the identities of the key personnel and participating institutions.  The letter of intent is not required, is not binding, and does not enter into the review process of a subsequent application.  The purpose of the letter of intent is limited to allowing SSA staff to estimate the potential review workload and avoid conflicts of interest in the review.  The letter of intent should be sent to:  Grants.Team@ssa.gov, Attn. Nick Love, Office of Retirement and Disability Policy. 
Frequently Asked Questions:  We will be posting a running list of questions and answers on the web at https://www.ssa.gov/policy/rdrc/faq.html.   Submit questions to GrantsTeam@ssa.gov.   All potential applicants should monitor the website frequently to ensure that they have the latest updates and answers.
NOTICE OF FUNDING OPPORTUNITY
A.  PROGRAM DESCRIPTION
1.  Purpose
As authorized under section 1110 of the Social Security Act, SSA announces the solicitation of applications for cooperative agreements to compete a Retirement and Disability Research Consortium (RDRC).  SSA seeks applications in support of the RDRC that will continue to serve as a national resource fostering high quality research on matters related to retirement and disability policy.  The Consortium may consist of one or more research “centers” – research organizations, universities, and associations of research organizations and universities in the United States that may include affiliates at other research institutions (see section III.A. Eligible Applicants).  The Consortium’s program purpose is to benefit the public through the following:
a. Research, evaluation and data development.  SSA expects the RDRC to plan, initiate, and maintain a social science research program of high quality that will cover issues related to Social Security programs in addition to broader retirement and disability policy.  To facilitate the production of research, the RDRC can conduct data development activities including both the development of and expanded access to research data. 
b. Dissemination. The RDRC will disseminate policy research findings using a variety of media to inform the academic community, policymakers, and the public. 

c. Training. The RDRC will train and provide funding support for graduate students and postgraduates to conduct research on retirement and disability policy related matters.

2.  Scope of Work
The role of the centers is to build and strengthen SSA's capacity to undertake necessary research, evaluation, and policy development for the Social Security and Supplemental Security Income (SSI) programs.  The centers must develop research, training, and dissemination plans designed to provide Social Security, disability, and retirement policy information to assist policymakers, the public, and the media in understanding Social Security, retirement, and disability policy issues.  Research should relate to the prevention and reduction of dependency and/or help improve the administration and effectiveness of programs carried on or assisted under the Social Security Act and programs related thereto.
All research and other activities should fall within the scope described below.  This scope is in place for the duration of any cooperative awards made under this announcement.  Because specific research needs may evolve over time, SSA will provide a list of focal areas of research that may change each year:  focal area topics are specific topics within the scope of this RFA that SSA may add or remove over the duration of the cooperative awards.  In each year of the cooperative award, SSA will be making awards consistent with the goal of balancing research that provides a foundation for current and future policy analysis needs with the immediate requests for research described in a memo presenting annual focal areas.
Scope:  At the broadest level, RDRC proposed center research and activities must be relevant to at least one of SSA’s program areas or populations.   Some research may speak directly to one or two programs and the distributional, behavioral, or adequacy issues related to those programs.  Other research, including changes in mortality, fertility, immigration, health, and marital status, is foundational and may support policy evaluation for all three programs.  Proposed research activities may employ a variety of approaches to contribute to the evidence base for policy, including descriptive and causal studies, simulations, and international comparisons.  
Old-Age and Survivors Insurance (OASI) 

Social Security benefits are essential to the economic well-being of millions of aged Americans, providing benefits to retired workers, their spouses and dependents, and the survivors of deceased insured workers. Policymakers rely on research that increases understanding of this population, assesses the effects of recent or proposed policy changes, and analyzes long-term program trends. 
Disability Insurance (DI) 

Social Security pays DI benefits to eligible workers who can no longer work because they have a medical condition that’s expected to last at least one year or result in death. The program also covers certain family members of DI-eligible workers. Research in this area may include topics such as investigating how the disability determination guidelines (e.g., medical conditions, age, education, past work experience, and any transferable skills) interact with changes in medical science and labor markets over time.
Supplemental Security Income (SSI) 
Research on SSI helps us understand program trends and clarifies how work and other factors influence eligibility and welfare. Targeted research initiatives can evaluate the efficacy of specific program interventions or policy changes as well as discover possible unmet needs and areas for program improvement. 
Social Security (OASI and DI) 

OASDI research explores the economic and social factors that impact the Social Security programs and how reform plans may affect individual retirement planning and the U.S. economy as a whole. Our research in this area also informs the Social Security Trustees in their annual Trust Funds analysis. 

Disability Support (DI and SSI) 

This shared area of research requires comprehensive reviews of impairment classifications, medical developments, disability trends, and the wide array of social programs available for Americans with disabilities—including Veterans’ benefits, privately organized programs, rehabilitation centers, return-to-work initiatives, and more. This area may also lead to better understanding of the events that precede disability application or evaluate policy or service interventions. 

Old-Age Income Support (OASI and SSI) 

One of Social Security’s objectives is to ensure vulnerable groups have adequate income resources. In this area, we consider retirement security, poverty measures, and sources of income for the elderly and low-income populations. 

Cross-Program Topics
None of the three SSA programs operates in a vacuum. Some aspects of each program are unique and require dedicated research projects, but research initiatives may support cross-program knowledge building. There is significant value in supporting cross-program research because of its applicability to any or all of the individual program areas. Much of this work is also forward-looking, whether in developing new data sources and improving projections or in gaining insights from how social insurance programs are evolving in other countries around the world.
Examples of topics within the scope of the RDRC include, but are not limited to:

· The roles of policy and behavioral aspects of decision-making on the timing of retirement and the claiming of benefits;

· The impact of changes in Social Security program rules and demographics on Trust Fund solvency. 

· The macroeconomic and financial effects of Social Security and changes in policy on national saving, investment, and economic growth. 
· The effects of early intervention efforts or return-to-work services for persons with disabilities 
· Sources of income in retirement or during disability and wealth accumulation/decumulation.

· Interactions between OASDI, SSI, other public or private programs such as Medicare, Medicaid, and private disability or long term care insurance, as well as pension plans and personal saving. 
· Comparative studies of eligibility and disability determination in state/local, other federal, or international programs
· Cross-national comparisons of retirement and disability policy reform, health insurance and claiming behavior, and pension reform. 
· Differences in the effects of Social Security policy alternatives among workers and beneficiaries by age, race/ethnicity, sex, and occupation.
· How changing patterns of work, health, retirement, asset and debt accumulation and decumulation will affect the economic security of today’s workers,
· How disabilities develop and what conditions are necessary for individuals to keep working or to return to work
· Development of models to evaluate of the effects of policy changes and simulate the effects of policy alternatives
Focal Areas for Year 1 of the Cooperative Agreement:  Focal areas are more narrowly defined topics for research.  In Year 1, SSA will specifically be looking for research that addresses:

· Disability incidence in the population.  Changes in population health and function can lead to meaningful changes in DI applications and awards and affect the fiscal status of the OASDI system. Understanding cohort trends in health and function can provide important insights about the level and composition of the insured population that could seek benefits, their duration on the program if they receive an award and the potential for work if they do not. Measuring function and interpreting survey data intended to capture the concept is a challenge. For example, the degree that a condition affects function versus the conduct of defined social roles (i.e., work) can confound the connection between health and disability. Are there distinguishable age-cohort trends in function (e.g., physical, mental, and cognitive), and what are the factors driving changes in the composition of function in the population?  What are the factors of geographic variation among the disabled population (e.g., health status, unemployment rates)? How might geographic variation affect national program policy?
· Labor force participation. Age-adjusted labor force participation rates are at low levels for reasons that are not yet fully understood. While aging and pre-recession trends explain most of the decline, many studies that have sought to explain the remainder have focused on rather specific factors that might influence participation, such as age, disability, or some social factors. One example is the connection with education, finding that an increase in school enrollment offset some of the decline. Another is the research showing that mental and physical health are factors associated with not participating in the labor force—a factor also associated with the use of pain medication. What are the driving causes of the current relatively low labor force participation rate?

· Measuring sources of income and adequacy.  One of the main purposes of Social Security is to provide assured basic income during retirement. There is a considerable amount yet to learn about the measurement of retirement income adequacy, the evolving risks to economic security, and how future beneficiary cohorts will fare. Evaluating the adequacy of income for supporting needs while living with a health-based work limitation or in retirement requires data on the sources and significance of specific types of financial and in-kind resources. Research should take a broad view of the retirement portfolio, looking at all sources of economic security, as well as the spectrum of resource needs to address financial risks, including long-term care. Further, income and wealth data have been the subject of recent discourse on the quality of self-reported income data collected in surveys.  More analysis is required to identify the specific areas that may be deficient and identify remedies.  
· Informing projections. Projected SSA program costs are very sensitive to economic and demographic assumptions and are of ongoing interest to the agency. Projections require continual refinement based on recent interest rate trends, shifts in labor-force participation, and changing mortality factors as well as updates to the weights assigned to these and other variables along the projection horizon. Research in this area informs the development of key assumptions that influence the estimates of the status of our programs.

Specific questions include 1) what guidance does the existing evidence provide on current and future interest rates and what does the empirical literature report on recent rates as well as forecasting/expectations? 2) what are the drivers of disability rates (e.g., possible explanations for the recent decline in DI applications)?
· Communication and behavior.  Social and behavioral research has shown that the presentation and comprehension of information can affect decision-making.  SSA communicates with workers, claimants, and beneficiaries through many modes and channels (e.g. the ssa.gov website, the Social Security statement, etc.). Beneficiary comprehension of program rules can drive behavior (i.e. claiming and employment decisions) in important ways that can influence long-term welfare. More research is needed to understand gaps in knowledge and how knowledge is employed in key decisions related to retirement and disability programs.  

· Program interactions with the Affordable Care Act (ACA).  The ACA expanded access to Medicaid and provided incentives for uncovered individuals to purchase health insurance. These changes (as well as other aspects of the law) may alter incentives to work or claim OASDI benefits. Several researchers have sought to use the ACA-initiated policy changes to examine the influence of health insurance on these outcomes. Early findings show that the ACA led to more insured people but had little measurable change in outcomes such as DI applications or OASI claims. However, the current research may be capturing a transition period and longer-term effects of the ACA on these outcomes may arrive over time. We seek research examining longer-term effects of the ACA.
· State and local government pensions.  State and local government pension plans (the majority of U.S. defined-benefit plans) cover approximately 19.5 million participants and represent an important resource for the 28 percent of state and local government workers not covered by Social Security. The Great Recession’s impact on asset returns coupled with the historic levels of plan contributions raise concerns about these plans having insufficient funds to cover benefit payments. Failure of these plans could negatively affect the retirement resources of state and local pensioners. State and local government plan challenges could also have spillover effects on the Social Security system. We seek analyses of the vulnerabilities of the system to both beneficiaries and SSA.
· Vocational grid. The protocol for determining DI awards is a multi-stage process: individuals who do not qualify as disabled under medical listings and who are unable to engage in their previous work move to the medical-vocational grid for evaluation. The grid creates categories based on distinct levels of physical limitations, skill, age, and education/literacy. Research might inform the prescribed grid outcomes, which were established many years ago. By design, the grid rules produce discontinuities in outcomes based on categorical divisions (e.g., age 54 and 55), and allowance is generally more likely at older ages. However, life expectancy is improving, labor force participation at older ages has increased, and educational attainment and the types of employment people from different educational strata occupy has shifted. Research on changes in work capacity over time can help inform grid structure and outcomes, with a specific focus on changes in education, work at older ages, and the changing nature of the labor force as it relates to the physical capacity required for work. 
3.   The Role of the Centers

The role of the centers is to build and strengthen SSA's capacity to undertake necessary research and evaluation for the Social Security and SSI programs.  The centers must develop research, training, and dissemination plans designed to provide Social Security, disability, and retirement information to assist policymakers, the public, and the media in understanding Social Security, retirement, and disability policy issues.  
The centers have the primary and lead responsibility to define research objectives and approaches; organize a network of researchers, not confined to their home institution; plan research, conduct studies, and analyze data; and publish results, interpretations, and conclusions of their work.  In general, SSA seeks organizations with demonstrated capacity for providing quality policy research and training, and working with government policymakers.  Research should relate to the prevention and reduction of dependency and/or help improve the administration and effectiveness of programs carried on or assisted under the Social Security Act and programs related thereto
a. Research, Evaluation, and Data Development 
Research, evaluation, and data development. Each center should plan, initiate, and maintain a research program that meets the highest standards of rigor and objectivity.  Centers’ research plans should be specific about long-term research themes and projects.   They shall include detailed descriptions of individual research projects that they expect to complete in the center's first year of operation. Research plans should include complete discussions of the expected significance of proposed analysis, data, methods, investigator qualifications, and complementarity or overlap with existing or ongoing research.  An application that contains an ad hoc, unstructured set of research projects, rather than a set of projects that strike coherent themes, will be judged unfavorably.
While planning and execution of research activities shall always consider the program implications of research findings, SSA also considers it appropriate, for example, to engage in activities to make advances in research techniques, where these are related to primary objectives of the Consortium.  SSA recognizes the value of high-quality comprehensive data for conducting policy research. To facilitate the production of research, the RDRC can conduct data development activities including both the development of and expanded access to research data.  Such efforts must adhere to relevant privacy protection requirements that are consistent with applicable law, which protect the micro-data from unauthorized access, use, and disclosure. Where available, access may be granted through secure data site, like those administered by the U.S. Census Bureau or the National Center for Health Statistics, subject to the rules and restrictions of those sites. In addition, other federal agency restricted data sites, such as those of the Census Bureau and the National Center for Health Statistics, subject to the rules and restrictions of those sites.  Examples of data improvement efforts include improving the quality of existing data sources and their documentation; developing sophisticated statistical techniques to mask micro-data; and developing new sources of data for policy analysis. 
Joint research between Consortium centers and SSA researchers is encouraged, as is collaboration with other organizations interested in retirement and disability policy.  SSA encourages collaborative research arrangements that promote diversity, where diversity is defined broadly in terms of research disciplines, institutional composition, and demographic composition. Federal employees cannot receive any funding support for collaborations.  To ensure the policy relevance, utility, and scope of the centers' research, evaluation, and data development goals, a group of nationally recognized scholars and practitioners (See Part I, Section D, Role of the Agency) will periodically review RDRC activities and provide recommendations to SSA and the centers for the purposes of enhancing RDRC activities.
Quick Turnaround Projects:  Occasionally, SSA will request Quick Turnaround projects from the RDRC to meet research needs that develop off-cycle. These projects may include commenting on SSA research plans, providing critical commentary on research products, composing policy briefs, performing statistical policy analyses, and other activities designed to inform SSA's research, evaluation, and policy analysis function. Funding for these as well as other related activities should be included in the budget narrative at a level of $100,000. The agency can raise the ceiling above $100,000 for quick turnaround projects if both need and funds exist. 

Focal Area Meeting:  At SSA’s discretion, there will be a meeting to discuss research needs for the upcoming budget period.  SSA will be responsible for coordinating the meeting time, location, and agenda.  Each center is responsible for sending their director(s), and up to three key researchers or staff.   

b. Dissemination Plan
Another important feature of each center’s responsibilities is making knowledge and information available to the academic and policy communities and the public. The RDRC will facilitate the translation of research findings into practical knowledge. The centers will be expected to maintain a dissemination system of quarterly newsletters, research papers, policy briefs, or other research products. These products should be accessible to the public via the Internet on a center-maintained Web site. The Consortium will hold an annual conference presenting findings from research completed during the year. 
SSA encourages applicants to propose creative methods of disseminating data and information. Applications should show sensitivity to alternative dissemination strategies that may be appropriate for different audiences, such as policymakers, practitioners, the public, advocates, and academics. The research and dissemination will be nonpartisan and of value to all levels of policymaking. SSA reserves the right to review and approve or disapprove all research products, including publications, created using SSA funding through the Consortium, based on the review terms below.
Audience:  Centers are responsible for providing a plan to disseminate research and findings to Social Security stakeholders, including policymakers at SSA and other government entities in the executive and legislative branches; researchers in academia and at think tanks; advocates in the retirement and disability communities; the media; as well as the public.

Plain Language:  While research papers may be aimed at a scientifically literate audience, these must be supplemented by plain language materials targeted to a broader audience.  In particular, proposal and paper abstracts should communicate, in a clear and jargon-free way, why the research is relevant to Social Security, how the research was or will be done, and the main findings of a completed project.
Review:  SSA reserves the right to review and approve or disapprove all research products, including but not limited to newsletters, publications, policy briefs, and research papers , created using SSA funding through the Consortium, prior to dissemination beyond the Center conducting the research. Specifically, SSA reviews for any inaccurate descriptions of agency policy or procedure, inaccurate data content, privacy and disclosure concerns, and any instances of policy advocacy/lobbying.  SSA’s review is not intended to be a technical peer review: investigators’ interpretations and conclusions are their own.
Accessibility:  Section 508 is a law that requires federal agencies to make sure the technology we use is accessible to a person who has a disability. The law applies to

· all electronic content we post to the web (including web pages, documents, videos, surveys, etc.)

· all software and mainframe applications that have screens

· all hardware (including: computers, servers, printers, copiers, fax machines, etc.)

· all stand alone devices (for example: field office kiosks)

· all telecommunications systems (including desktop phones, cell phones, internet based phone systems, etc.)

· technology services associated with installing, configuring, supporting, maintaining, and providing training and electronic documentation for information technology.
Although Section 508 of the Rehabilitation Act of 1973 only applies to federal agencies, other laws do apply, and as recipients of federal assistance, center websites are required to be accessible.  SSA requires all RDRC center websites/dissemination products to be accessible and websites consistent with the standards set forth in Section 508.   Please see Section508.gov for accessibility standards.
Any form of documentation provided by the selected centers (i.e. training manual, user guides, embedded documents etc.), including any documentation deliverables required in the request for applications, shall be provided in a fully accessible format. The documents shall be provided in one of the following formats: Text, RTF, Microsoft Word or HTML format, or properly “tagged” PDF. Properly tagged PDFs can be verified by using Adobe Acrobat’s Accessibility Checker. Documentation delivered in a manner that is interactive (e.g., table of contents, index, search, etc.) shall be keyboard navigable, move focus to selected items (or have a keyboard alternative), and be comparable in keyboard access to mouse usage. All images (especially screenshots and technical diagrams that are the sole means for conveying instructions) should include alternative text explaining the image so that a person who is blind would understand the screenshot, chart, figure, etc. Documentation shall include information on the accessibility features of the product. If keyboard shortcuts are provided to allow access to program functionality, a list of the keyboard shortcuts shall be provided. Documentation that is delivered in a video or multimedia publication shall comply with the Section 508 requirements detailed in 36 CFR part 1194.24 and the functional performance criteria detailed in 36 CFR 1194 Subpart C. In addition, SSA requires conformance to SSA’s Accessibility Requirements for all video and multi-media deliverables. SSA does not accept text equivalents used to replace speech, and requires captions to be synchronized with speech. See http://access-board.gov/508.htm for additional information on accessibility and the Section 508 requirements. 

Executive Order 13166 directs each agency providing federal financial assistance to issue guidance to recipients of such assistance on their legal obligations to take reasonable steps to ensure meaningful access for limited English proficient (LEP) persons under the national origin nondiscrimination provisions of Title VI of the Civil Rights Act of 1964, and implementing regulations (see http://www.lep.gov/13166/AG_021711_EO_13166_Memo_to_Agencies_with_Supplement.pdf). Applicants should reference the LEP policy guidance for HHS recipients at http://www.gpo.gov/fdsys/pkg/FR-2003-08-08/pdf/03-20179.pdf. While designed to be a flexible and fact-dependent standard, the starting point is an individualized assessment that balances the following four factors: (1) The number or proportion of LEP persons eligible to be served or likely to be encountered by the program or awardee; (2) the frequency with which LEP individuals come in contact with the program; (3) the nature and importance of the program, activity, or service provided to people’s lives; and (4) the resources available to the awardee/recipient and costs. A recipient may conclude that different language assistance measures are sufficient for the different types of programs or activities in which it engages, or that, in certain circumstances, recipient-provided language services are not necessary. Applications should include plans for accommodating LEP persons in light of these four factors.

1. Center Websites 
Each research center must host a website that is publicly accessible without requiring registration, containing at a minimum the following: 
a.  A landing page for each approved project, completed or in progress, containing the abstract (see above) and links to all completed documents for that project (with alternative accessible format, if needed).   Abstracts for newly funded projects are to be posted within 30 days of award. Research products are to be posted within 30 days of final SSA review approval, along with updated abstracts.
b. All completed research products that have passed SSA review. 

c. Easy navigation and search of research products by authors and keywords.
d. A privacy policy describing the Center’s information collection practices through the website.  

e. Information about the Research Consortium and its objectives in addition to links to SSA Office of Research, Evaluation, and Statistics RDRC site and the other RDRC centers
2. Newsletters 
Each research center must distribute a free opt-in e-mail newsletter informing subscribers of the availability of completed research products. 

a. At a minimum, the newsletter should be quarterly and include the plain-language abstracts of completed research projects. The organization is not required to be chronological: the project abstracts may be distributed over the year to even out the number of projects per issue. Thematic grouping is encouraged. 

b. Newsletters must include an unsubscribe link. 
c. Centers must protect any personal information about individuals that it collects as part of its newsletter subscriptions from unauthorized access, use, and disclosure.
d. Centers may additionally propose to produce regular newsletters and/or blogs with articles synthesizing multiple research projects from all the centers. Issues or articles could focus on completed and upcoming research about one theme. Newsletter proposals should indicate which areas they will focus on (e.g. retirement, disability, all Social Security policy) and which audience they will target (general public, policymakers, etc.).  
3. Annual Meeting 
The Consortium centers will take part in an annual conference on issues related to Social Security policy. The conference will be held in Washington D.C.   The primary responsibility for setting the agenda for the annual meeting will rotate across centers. SSA will designate the rotation order. However, a cross-center and SSA panel must approve the final agenda.  
One center will be selected by SSA to arrange the logistics of the annual meeting. Logistics include arranging the most cost-effective venue; providing lunch for attendees; hosting a registration web page; and preparing and distributing a bound volume of summaries of conference papers and related materials to conference participants. 
When selecting the venue for the RDRC annual meetings, the following

conditions must be met:

a. 2 CFR 200 sections 318 – General Procurement Standards and 432 – Conferences 

b. Competitive sourcing:  Prior to signing a contract for a venue, documentation of the procedure for competitive selection of the venue must be submitted to SSA for approval by SSA grants and program officials.

c. Location: Washington, D.C.  The meeting site should be located near Capitol Hill and easily accessible from public transportation, preferably near a Metro rail station. Total travel time should not exceed 30 minutes between the Hill and the venue. Hotel facilities should also be nearby for presenters traveling to the meeting; transportation time and expense should be accounted for when considering hotel-venue distance.

d. Dates: The annual meeting will occur on two consecutive weekdays during the first half of August. The first Thursday-Friday of August is preferred. The second Thursday-Friday of August is SSA’s second choice.
e. Size: Unless instructed otherwise by SSA Program Officials prior to the start of the competitive selection process, the venue should be able to accommodate a minimum of 350 attendees at table seating.

f. Press accessible:  The venue should have facilities available for the press to use and be able to accommodate television and audio recording equipment.

g. Additional meeting space: An additional meeting space with teleconferencing capabilities for up to 40 persons should be available before or after proceedings.   This space will be used for the meeting of the Panel of Outside Scholars and Practitioners defined in Section D. 
h. Materials distribution space:  Tables for distribution of meeting materials and other displays shall also be available outside, but in the proximity of, the main meeting space (minimum 48 linear feet, e.g., 6 8’ tables).

i. Webinar capability:  Any proposal should include the options for and costs of live streaming the annual meetings as a webinar, audio and video recording by the venue (if available).

j. Presentation technology:  We require the following equipment for effective presentation to a large audience:

a. microphones at lectern and for persons at head table/speakers/audio system; 
b. projector with laptop and screen for displaying PowerPoint/pdf presentations; 
c. additional monitors to display visual presentation; 
d. additional lighting for presenter/head table.

k. Food and refreshments:  The venue should provide estimated costs associated with 350 persons on each day of the annual meeting, including boxed lunch with beverages, coffee/tea, and whole fruit each morning.

After all bids are received, the awardee will present their selection with a summary of their selection criteria for prior approval. If the lowest cost bidder is not selected, please provide justification relating to the specifications enumerated in this subsection. Any scoring mechanisms used to evaluate proposals shall also be provided for all bids received.
4. Additional Dissemination Activities 
Additional dissemination activities may be proposed by the centers.  Prior center dissemination activities have included posting on blogs or social media, operating a display booth at professional/academic conferences, and conducting research seminars or similar events.  
c. Training
Training. The RDRC is expected to both train new scholars to conduct research on issues relating to retirement and disability. SSA expects each center to develop and expand a diverse corps of scholars/researchers who focus their analytical skills on research and policy issues central to the consortium's mission. 
SSA expects the centers to financially support the training and research of scholars new to the field of retirement and disability research.  The RDRC should allocate funding in a variety of ways. Examples include: dissertation fellowships to support PhD candidates writing dissertations, internships for undergraduate and graduate students conducting research, pre- and post-doctoral research fellowships, and small research grants to support postdoctoral researchers and junior scholars. Applications solicited widely and nationally are encouraged. SSA is particularly interested in promoting diversity among training grant recipients, where diversity is defined broadly in terms of research disciplines, institutional composition, and demographic composition. Graduate students working with RDRC researchers on funded projects as research assistants will be included in the research budget, not in the training budget. 
d. Post Award Reporting Requirements
a. Program Reporting:  
(1) Quarterly Performance Reports – These reports must be uploaded to SSA’s online grants management system as a grant note.  Upon award, a successful applicant will be given further instructions and access to that online system.
Every three months during the award period, the awardee will produce a progress report. The awardee’s quarterly progress reports should provide a concise summary of the progress the awardee makes toward completion of activities in the annual work plan. The awardee should pay particular attention to reporting on achieving any milestones set forth in the work plan, delays in achieving milestones, and the effect of delays on the final product. SSA will provide details regarding the format and due dates of quarterly progress reports in the Terms and Conditions at the time of award.  
(2) Outcome Report

Principal Investigators (PI) conducting research often continue or refine their research after they produce project findings for the cooperative agreement.  Prior research supported by SSA under the RRC and DRC often resulted in conference presentations, peer-reviewed journal publications or book chapters, sometimes years after a project is considered completed for the cooperative award.  Centers are required to provide to SSA a report of outcomes for all research conducted under the RDRC including:  the project identifier, names of PI(s), type of product (journal article, conference presentation, etc.), publication or conference name and date of publication or conference.  SSA will provide a template for reporting this information in the terms and conditions of the notice of grant award.
(3) Subaward Funding Report
Following the issuance of the notice of cooperative agreement award, centers will provide a summary worksheet of recipients of funding under the award.  The worksheet will list a description of the activity, the funding amount, the recipient institution, the city and state of the recipient institution, and whether the recipient institution is academic, not-for-profit, or for-profit.   SSA will provide a template in the terms and conditions of the notice of grant award.
(4) Historically Black Colleges and Universities (HBCUs) and Minority Serving Institutions (MSI) Outreach Report
The centers are required to submit an annual report listing goals and measurable objectives for encouraging participation by HBCUs and MSIs, programs implemented to encourage participation, total funding to HBCUs and MSIs, and highlights of noteworthy accomplishments.  A template will be provided in the terms and conditions of the notice of grant award.  Executive Orders that we reference for the MSI Report and Plan:

· EO 13779: White House Initiative To Promote Excellence and Innovation at Historically Black Colleges and Universities 

· EO 13592: Improving American Indian and Alaska Native Educational Opportunities and Strengthening Tribal Colleges and Universities 

· EO 13621: White House Initiative on Educational Excellence for African Americans 

· EO 13515:  Increasing Participation of Asian Americans and Pacific Islanders in Federal Programs 

· EO 13555: White House Initiative on Educational Excellence for Hispanics 
b. Financial Reports

(1) Federal Financial Report
SSA requires awardees to file the Federal Financial Report (SF-425) quarterly via its online grants management system.  SSA will withhold future awards and fund drawdowns if financial reports are delinquent.
(2) Federal Funding and Accountability and Transparency Act

Unless otherwise exempt, award recipients must report each action that obligates $25,000 or more in federal funds for a subaward to an entity.  See 2 CFR 170 for more information on reporting subaward and executive compensation information.

D.  The Role of the Agency
SSA will be involved with the Consortium centers in jointly establishing research priorities and deliverable dates to accomplish the objectives of this announcement.  SSA, or its representatives, will provide the following types of support to the centers:  

1. Consultation and technical assistance in planning, operating and evaluating the centers’ activities.   Once SSA selects successful RDRC applicants, SSA will review the centers’ research agendas and make funding decisions to achieve research goals.  This may include the addition, modification, or removal of proposed research projects.  After review, each center will submit to SSA a revised research plan and budget.  A center’s research plan may be periodically reviewed and revised as necessary during the award period.  
2. Information about SSA programs, policies, and research priorities. 

3. Assistance in identifying relevant SSA program data and guidance on protocols for viable sharing arrangements to support center research activities. 

4. SSA will review center activities and provide feedback to ensure that objectives and award conditions are being met. SSA will use quarterly reports and final papers to evaluate center performance.  SSA may suspend or terminate any cooperative agreement in completely or in part at any time before the date of expiration if the awardee materially fails to comply with the terms and conditions of the cooperative agreement, does not meet the technical performance requirements, or if the agency determines that it no longer wishes the project to continue. SSA will promptly notify the awardee in writing of the determination and the reasons for suspension or termination together with the effective date. SSA reserves the right to suspend funding for individual projects in process or in previously approved research areas or tasks after making awards. 

5. Panel of Outside Scholars and Practitioners.  SSA will select 10-12 nationally recognized scholars and practitioners who are unaffiliated with any center for recommendations on research activities for the RDRC.  While centers are encouraged to suggest scholars/practitioners, SSA will invite scholars/practitioners to participate.  When choosing these scholar/practitioners, SSA will attempt to have diverse representation from academia, other federal agencies, and the practitioner/advocacy community. Funded under this agreement, the scholars/practitioners must meet once a year at an SSA-led meeting at the RDRC Annual Conference in Washington, DC.  Further, the centers may contact the scholars/practitioners throughout the year for suggestions regarding center activities. The SSA Program Official or representative will participate in all meetings.  Parties may participate via telephone or video as needed with approval from the SSA Program Official or representative.
E.  Access to SSA Data

If an awardee proposes research that requires or may benefit from access to SSA data that is not currently publicly available, the awardee must make a written request to SSA for the information using the Data Exchange Request Form (SSA-157) – see https://www.ssa.gov/dataexchange/. Awardees should only request from SSA the minimum amount of data needed to perform the applicable research project.  The awardee must provide any follow-up information about the data access request, upon SSA’s request.  

SSA will review the data access request, and any follow-up information provided by the awardee, and provide a written determination as to whether the requested data can be provided, in whole or in part, for the research described in the request, and whether and under what conditions SSA can provide the data through the awardee’s preferred method of access.  SSA will only approve requests if disclosure is legally authorized under the Privacy Act of 1974 (5 U.S.C. § 552a), the Social Security Act (42 U.S.C. § 1306), SSA’s privacy regulations (20 C.F.R. Part 401), and other applicable Federal law.  SSA will not disclose data SSA determines to be sensitive or proprietary in nature.  For approved data access requests, SSA will only release the minimum amount of SSA data that is relevant and necessary for the research.  When feasible, SSA will disclose de-identified records in lieu of identifiable records.   
If SSA approves a data access request that involves access to SSA data that constitutes Personally Identifiable Information (PII), the awardee may only obtain access to the SSA data if (1) the awardee agrees to comply with all the Federal requirements for data access, including applicable Federal law, policy, and procedures identified by SSA and (2) SSA has agreed to fund the research for which the data access was approved under the award. The Federal requirements for data access will include but are not limited to the need for a suitability review and clearance and compliance with limitations on use, treatment, and safeguarding of data under the Privacy Act of 1974; SSA’s privacy regulations, Office of Management and Budget guidelines related to privacy and security of Federal information; the Federal Information Security Management Act of 2002 (44 U.S.C. § 3541, et seq.), as amended by the Federal Information Security Modernization Act of 2014 (Pub. L. 113-283); and related National Institute of Standards and Technology guidelines.  These requirements will also detail the procedures an awardee must follow in the instance of a PII breach.  Specific requirements will vary depending on the method of access and will be detailed in an Onsite or Offsite Data Use Agreement between SSA and awardee. 

If SSA approves a data access request that involves access to aggregated or tabulated SSA data that does not constitute PII, SSA may provide the data if (1) SSA has issued a written approval of the awardee’s data access request and (2) SSA has agreed to fund the research for which the data access was approved under the award.  No separate Data Use Agreement is necessary.  In these instances, unless SSA has provided written notification to awardee that the SSA data has been made publicly available, the awardee must:

1. Use and access the SSA data only for the research described in SSA’s data access request approval.

2. Re-disclose the SSA data only as approved in writing by SSA.

3. Protect the SSA data from unauthorized use, access, and disclosure.
B. FEDERAL AWARD INFORMATION  
1. Type of Award 

All awards made under this program will be made in the form of a cooperative agreement.  A cooperative agreement, as distinct from a grant, and anticipates SSA’s substantial involvement during the performance of the project.  A comprehensive annual review process will allow SSA to evaluate, recommend changes, and approve each center's activities.  SSA’s involvement may include collaboration or participation in the activities of the centers as determined at the time of award. The terms of award are in addition to, not in lieu of, otherwise applicable guidelines and procedures, and will be issued along with notice of award.

The awardee must apply annually to continue the cooperative agreement in order to receive funds in subsequent years of the 5-year agreement (noncompeting renewal).  For the noncompeting renewal, the awardee will produce a continuation application, subject to review and approval by SSA.  The continuation applications will require similar content to this initial competitive application:  the applications should clearly describe a set of research, training, and dissemination activities for the upcoming year that best address the priorities of SSA.  Successful applicants will be provided additional instructions on the requirements for continuation applications in the terms and conditions of the notice of grant award.  SSA will engage in a dialogue with awardees throughout the award period regarding research topics.  Based on that dialogue, SSA will provide the awardee with guidance (in writing) on the agency’s research priorities for the subsequent continuation cycle. 

2. Availability and Duration of Funding 

a.  We anticipate that approximately $10,695,000 will be available to fund the initial 12-month budget period of one or more five-year cooperative agreement(s) pursuant to the announcement. 

b. Applicants must include detailed budget estimates for the first year, assuming a funding level of up to $3.0 million.  

c. The amount of funds available for the cooperative agreement in future years has not been established.  Legislative support for continued funding of the RDRC cannot be guaranteed and funding is subject to future appropriations and budgetary approval.   

d. This announcement allows for the unequal division of funds among multiple chosen centers. 

e. Additional funds may become available from SSA or other federal agencies in support of RDRC projects. 

f. SSA will make initial awards pursuant to this announcement on or about September 30, 2018.  The performance period will run from September 30, 2018 through September 29, 2023. 
Although we anticipate one or more awards, nothing in this announcement restricts our ability to make more or fewer awards, to make an award of a lesser amount, or to add additional centers to the RDRC in the future.  Further, we are not required to fund all (or any) proposed RDRC activities in any year.  In addition, SSA reserves the right to implement a salary cap in the future, which would limit the amount of salary that awardees and sub-awardees may charge to SSA grants and cooperative agreements.  If implemented, guidance will be included in the continuation application kit. We will review all proposed activities annually. 

C. ELIGIBILITY INFORMATION  
1. Eligible Applicants 

Only research organizations, universities, and associations of research organizations and universities in the United States are eligible to apply; a limited number of individual researchers/investigators associated with international institutions may be included as key personnel.  
All awardees and subawardees (including any for-profit organization) must forgo any profit or management fee.

SSA encourages promoting diversity among applicants, where diversity is defined broadly in terms of research disciplines, institutional composition, and demographic composition. While this RFA does not target individuals for applications, SSA is committed to encouraging participation from HBCUs and MSIs, consistent with the following Executive Orders:

· EO 13779: White House Initiative To Promote Excellence and Innovation at Historically Black Colleges and Universities 

· EO 13592: Improving American Indian and Alaska Native Educational Opportunities and Strengthening Tribal Colleges and Universities 

· EO 13621: White House Initiative on Educational Excellence for African Americans 

· EO 13515:  Increasing Participation of Asian Americans and Pacific Islanders in Federal Programs 
· EO 13555: White House Initiative on Educational Excellence for Hispanics
2.  Cost Sharing or Matching  

SSA will not provide a center’s entire funding. Recipients of an SSA cooperative agreement are required to contribute a non-Federal match of at least 5 percent toward the total approved cost of each center.  Total approved cost of the project is the sum of the Federal share (i.e. the portion of the total project costs paid by Federal funds; maximum 95 percent), and the non-Federal share (i.e. the portion of the total project costs paid by the applicant using non-Federal funds; minimum of 5 percent).  The non-Federal share may be cash or in-kind (property or services) contributions.  

3.  Other 

Each center director must have a demonstrated capability to organize, administer, and direct the center.  The director (or co-directors) will be responsible for the organization and operation of the center and for communication with SSA on scientific and operational matters.  The (co-)director(s) must also have a minimum total time commitment of 25 percent to RDRC administrative activities; these responsibilities may be allocated across a maximum of three (3) co-directors.  Racial/ethnic minority individuals, women, and persons with disabilities are encouraged to apply as directors.  Submission of a list of previous grants and cooperative agreements held by the (co-)director(s) is required, including the names and contact information of each grant's and cooperative agreement's administrator.  In addition to the (co-)director(s), skilled personnel and institutional resources capable of providing a strong research, development and testing base in the specified priority areas must be available.  The institution must show a strong commitment to the RDRC's support.  Such commitment may be provided as dedicated space, salary support for investigators or key personnel, dedicated equipment or other financial support for the proposed center. 

D.  APPLICATION AND SUBMISSION INFORMATION 
1. Address to Request Application Package 

Grants.gov:  All application forms are available on Grants.gov.  We require that applicants submit an electronic application for Funding Opportunity Number RDRC-RDRC-18-01.  The Grants.gov ‘‘Get Registered’’ webpage is available to help explain the registration and application submission process. New federal grant applicants may find the Grants.gov ‘‘Registration Brochure’’ at the following link to be helpful (http://www.grants.gov/applicants/get_registered.jsp).   

If you experience problems with the steps related to registering to do business with the Federal government or application submission, your first point of contact is the Grants.gov support staff at support@grants.gov, 1–800–518–4726. If your Grants.gov difficulties are not resolved, you may also contact the SSA Grants Management Team for assistance: Dionne Mitchell, (410) 965–9534 or Tonya Saunders, (410) 965-9501.   

Should extenuating circumstances prevent you from submitting an application through www.grants.gov, please contact Dionne Mitchell for further instruction. 
As questions come up regarding the programmatic content of this RFA, we will be posting a running list of Frequently Asked Questions and answers on the web at https://www.ssa.gov/policy/rdrc/faq.html.  Submit questions to Grants.Team@ssa.gov.  All potential applicants should monitor the website frequently to ensure that they have the latest updates and answers. 

2.  Content and Form of Application Submission
As stated above, we require that applicants submit an electronic application through www.grants.gov for Funding Opportunity Number RDRC-RDRC-18-01.    
These guidelines should be followed in submitting applications:  

1. Standard Forms: All applicants requesting our funds for grants/grant projects under this announcement must submit the standard forms provided in the application kit.  

2. Authorized Official: The application must be executed by an individual authorized to act for the applicant organization and to assume for the applicant organization the obligations imposed by the terms and conditions of the grant award.  

3. Length: Applications should be as brief and concise as possible, but ensure successful communication of the applicant’s proposal to the reviewers. The project narrative portion of the application may not exceed 150 double-spaced pages (excluding the resume and outside funding appendices), equivalent to being typewritten on one side using standard (8 ½” x 11”) size paper and 12-point font. Attachments that support the project narrative count within the 150-page limit. Attachments not applicable to the project narrative (including letters of support), do not count toward this page limit.  

4. Attachments/Appendices: should only be included to provide supporting documentation.  See Section above on Content and Form of Application Submission for file format requirements of attachments uploaded with grant applications.  

5. Lead Organization: On all applications developed by more than one organization, the application must identify only one institution as the lead organization and the official applicant. The other(s) can be included as subawardees. 

A complete application package consists of one electronic application. It should include the following items:  
Online Forms: 
· Application for Federal Assistance Version 2 (SF-424): The SF-424 is a required standard form used as a cover sheet for submission of all applications.  Grants.gov and Grantsolutions.gov (SSA’s grant management system) take information from the applicant’s profile to populate the fields on this form.  Therefore, applicants must include an accurate legal name on its SF-424.  
· Budget Information (SF-424A)
· Assurances – Non-Construction (SF-424B)
· Disclosure of Lobbying Activities (SF-LLL): Submit this form only if applicable (See Section on Administrative and National Policy for 20 CFR Part 438 for more information).
Additional Information to be Submitted:

These documents must be uploaded in the system, there are no online forms for the following:

· Project Abstract/Summary (not to exceed three pages);
· Table of Contents;
· Budget Detail Worksheet: A sample is attached that applicants may use as a guide to assist in the preparation of the budget and budget narrative (Attachment A -  Budget Detail Worksheet);

· Program Budget Summary: As sample is included on a separate worksheet contained in the attached Budget Detail Worksheet.  Applicants must include a program-specific budget summary worksheet using the exact column headers provided;  
· Indirect Cost Rate Agreement: Copy of the applicant’s approved indirect cost rate agreement;
· Project Narrative: The project narrative should be organized in five sections.
Sections a. through e. are not to exceed 150 pages in total length.
a. Background Analysis.  A brief (not more than 20 pages) background analysis of the key retirement and disability policy issues and trends with a focus on the primary research themes of the proposed center. The analysis should discuss concisely, but comprehensively, important priority research issues and demonstrate the applicant's grasp of the policy and research significance of recent and future social, economic, political, health, and demographic issues. 
b. Research, Evaluation, and Data Development Prospectus.  A research and evaluation prospectus for a five-year research agenda, outlining the major research themes to be investigated over the next five years. In particular, the prospectus will describe the activities planned for the focal areas and other additional research topics within scope proposed by the applicant. The prospectus should discuss the kind of research activities that are needed to both address current retirement and disability issues and anticipate future policy debates. The prospectus should follow from the background analysis section. It may, of course, also discuss research areas and issues that were not mentioned in the analysis if the author(s) of the application feel there have been gaps in past research, or that new factors have begun to affect or will soon begin to affect national retirement or disability policy.  If a center intends to enhance data for research purposes, they should include a discussion of the technical expertise of center staff and proposed mechanisms to facilitate data sharing. 
The prospectus should be specific about long-term research themes and projects. The lines of research described in the prospectus should be concrete enough that project descriptions in subsequent research plan amendments can be viewed as articulating a research theme discussed in the prospectus. An application that contains an ad hoc, unstructured set of research projects, rather than a set of projects that strike coherent themes, will be judged unfavorably.  The prospectus shall include detailed descriptions of individual research projects that are expected to be completed in the center's first year of operation.  Descriptions of individual research projects should not exceed five pages and follow the following format:
Proposal Number: 

Title:  Provide a concise title for the project that describes the analysis
PI(s) and Affiliation(s):  name all people providing significant effort towards the completion of the project.  CVs must be provided in an appendix to the Project Narrative.
Focal and Program Areas: Identify the relevant program and focal area (if applicable) from Section A. 2 – Program Description, Scope of Work. 
Keywords:  

Abstract/Specific Aims:  Abstract will be posted publicly and should be written so that a non-technical audience can understand the relevance to Social Security and retirement or disability policy.  This serves as a summary of your overall proposal and should be at most one page. You will expound on the individual points you make here in the body of the proposal, so you do not need to go into detail supporting your agenda in this section. A typical set of aims uses the following order:
The first paragraph should state the issue your proposal will address and its importance. Think of this as a scope statement that places your work in the context of Section A. 2 – Program Description, Scope of Work.

The second paragraph should briefly summarize the “gap” this project will fill. In the case of research, this might be a gap or shortcoming in the existing literature that you will address. For data or microsimulation, it could be developing new opportunities for analysis.

The third paragraph should explain how you intend to complete the work. First, summarize in a paragraph what you need to do to complete the project “deliverable” (e.g. a research manuscript, a data set, a microsimulation model, etc.). Then list the pieces of the project that will lead to the completion of the deliverable in bullet format. Each bullet should have a descriptive title and a brief explanation (if necessary). The pieces can include items such as literature reviews, production of analytical data files, analysis on specific elements of a proposal, expert meetings, extramural requirements (RFP, SOW development, etc.), production of manuscripts, etc. The list will be the basis of your project timeline.

Significance:  Use this section to both restate and elaborate on the first and second paragraphs of the specific aims. You should mention the significance of the question to SSA and the field of relevance. Why is this an important topic for SSA and how will completing the project have an impact? Does the project relate to specific ongoing SSA/government challenges/objectives? What are the shortcomings of existing analyses/data that you will overcome through this project (innovation)?  Are you applying novel techniques? Cite literature to support your claims. This should not exceed two pages.
Data:  Indicate data source and any necessary data agreements or collaboration or assistance from SSA. 
Methods: Explain the tasks/activities you will conduct to complete the project. Describe the data and techniques you will use paying attention to features of your analysis cited in the significance section (e.g., if you note that a gap in the literature is the absence of data or a flawed technique, take time to explain how you will address the gap in your methods). This description should provide the supporting information to your timeline, which will conclude this section. The timeline should include significant analytical (e.g. complete literature review; develop analytical file; the completion of various stages of analysis) and process milestones (e.g. submit manuscript for SSA review) that conclude with a “deliverable”.  The description of your approach (excluding the timeline) should not exceed three pages. The timeline should be in a tabular format with completion of tasks coinciding with dates.

	Project Timeline

	Activity
	Completion Date

	Develop analysis data file
	December 2018

	
	


Statement of Complementarity or Overlap:  Include funding from federal and non-federal sources. 
Timeline: 

Include a cover chart with proposal number, title, PI(s), and focal area for all proposed research projects.  Include budget details in the overall Budget Detail Worksheet and Narrative.  Where Consultant’s and Contractors are used please include all costs under that category.  In cases where the researcher is an employee of the applicant organization, include all relevant salary, fringe, travel etc. information in the overall budget with references to the appropriate project. 
Note: Once a successful RDRC applicant center has been selected, SSA will review the center’s proposed research activities and based on technical merit and research priorities may add, request modification of, or remove proposed research activities.  After review, each center will submit to SSA a revised research plan and budget.  The research plan may be periodically reviewed and revised as necessary during the award period.  The application should discuss how the centers select research projects to propose, including involvement of SSA, and other advisors and participants in the RDRC.  
c. Dissemination Prospectus.  A prospectus for dissemination, including ways to reach a broad audience of researchers, policymakers, and the public.  Innovative and cost-effective mechanisms to reach a broad audience are encouraged.  Metrics for determining and documenting the effectiveness of dissemination activities must be included as part of the prospectus.
d. Training Prospectus.  A prospectus for training including proposed strategies. The prospectus should specifically address how the proposed training strategies will promote diversity, where diversity is defined broadly in terms of research disciplines, institutional composition, and demographic composition. 
e. Staffing Proposal, Including Staff Use, Background, and Organizational Experience.  A staffing and organization proposal for the center, including an analysis of the types of background needed among staff members, the center's organizational structure, and linkages with the host institution and other organizations. In this section, the applicant should specify how it will assure an effective approach to research, and where appropriate, identify the necessary links to university departments, other organizations and scholars engaged in research and government policymaking. 
The applicant should identify the center director and key senior research staff. Full resumes of proposed staff members must be included as a separate appendix to the application. The time commitment to the center and other commitments for each proposed staff member must be included.  The application should specify how administrative arrangements would be made to minimize start-up and transition delays. Note that once the cooperative agreement has been awarded, changes in key staff will require prior approval from SSA. The kinds of administrative and employment arrangements, if any, the center proposes to make should also be discussed in this section.  In addition, the authors of the application and the role that they will play in the proposed center must be specified.   
This section shall discuss the financial arrangements for supporting research assistants, dissertation fellowships, affiliates, resident scholars, etc. The discussion should include the expected number and type of scholars to be supported and the level of support anticipated. 
This section shall discuss the diversity of the staffing proposal of the proposed center, where diversity is defined broadly in terms of research disciplines, institutional composition, and demographic composition. If the applicant envisions an arrangement of several universities or entities, this section should describe the specifics of the relationships, including leadership, management, and administration. 
The staffing proposal should pay particular attention to discussing how a focal point for research, training, and scholarship will be maintained. Each center must have a major presence at a single site; however, alternative arrangements among entities and with individual scholars are encouraged and may be proposed. Applicants should also address their ability and willingness to incorporate new researchers or affiliates during the 5-year grant period to address evolving research needs.
The application should provide a summary of past work at the institution proposed as the center that relates directly or indirectly to the research priorities of this request. This discussion should include more than a listing of the projects completed by the individuals who are included in the application. It should provide a sense of institutional commitment to research on issues involving retirement or disability policy. The application must list in an appendix appropriate recent or current research projects, with a brief research summary, contact person, references, and address, telephone number, and email addresses of references. 
This section should also discuss the experience of the research staff in working with government agencies, non-governmental entities, or other relevant experience to demonstrate the capacity to provide policy-relevant results.  Applicants may submit letters of support for the research staff or the institution proposing the center as part of the appendices and attachments in item 10 below.  
Miscellaneous Form/Files
Any appendices/attachments (include letters of support here)- Any files uploaded or attached to the Grants.gov application must be of the following file formats and must contain a valid file format extension in the filename – Microsoft Word, Excel or PowerPoint, Corel WordPerfect, ASCII Text, Adobe PDF, or image formats (JPG, GIF, TIFF, or BMP only). Even though Grants.gov allows applicants to attach any file format as part of their application, SSA restricts this practice and only accepts the file formats identified above. Any file submitted as part of the Grants.gov application that is not in a file format identified above, or contains password protection, will not be accepted for processing and will be excluded from the application during the review process. In addition, the use of compressed file formats such as ZIP or RAR will not be accepted. The application must be submitted in a file format that can easily be copied and read by reviewers. It is recommended that scanned copies not be submitted through Grants.gov unless the applicant confirms the clarity of the documents. Pages cannot be reduced resulting in multiple pages on a single sheet to avoid exceeding the page limitation. All documents that do not conform to the above will be excluded from the application during the review process 

3. Dun and Bradstreet Universal Numbering System (DUNS) Number and System for Award Management (SAM)
Each applicant (unless the applicant is an individual or Federal awarding agency that is excepted from those requirements under 2 CFR § 25.110(b) or (c), or has an exception approved by the Federal awarding agency under 2 CFR § 25.110(d)) is required to: (i) Be registered in SAM before submitting its application; (ii) provide a valid DUNS number in its application; and (iii) continue to maintain an active SAM registration with current information at all times during which it has an active Federal award or an application or plan under consideration by a Federal awarding agency. The Social Security Administration may not make a Federal award to an applicant until the applicant has complied with all applicable DUNS and SAM requirements and, if an applicant has not fully complied with the requirements by the time SSA is ready to make a Federal award, the SSA may determine that the applicant is not qualified to receive a Federal award and use that determination as a basis for making a Federal award to another applicant.
Note: We require that applicants submit an electronic application through www.grants.gov for Funding Opportunity Number RDRC-RDRC-18-01.  Before an applicant institution/organization can submit an electronic application, please go to www.grants.gov and follow the steps under the “Get Registered” link.  Please note: 
1. Your organization will need to obtain a Data Universal Number System (DUNS) number and register with SAM/E-Biz POC as part of the Grants.gov registration process (see Section VI-Administrative and National Policy for 2 CFR Subtitle A, Chapter 1 and Part 25).  

2. If your organization does not have a Taxpayer Identification Number (TIN) or Employer Identification Number (EIN), allow for extra time. A valid TIN or EIN is necessary for SAM registration.  

3. The SAM registration also validates the EIN against Internal Revenue Service records, a step that will take an additional one to two business days.  See Section IV, B. (10) above for requirements of file formats of attachments uploaded with grant applications. 

Registering an account with SAM.gov is a separate process from submitting an application. Applicants are encouraged to register early.  In some cases, the registration process can take approximately two weeks to be completed.  Therefore, registration should be completed in sufficient time to ensure that it does not impair your ability to meet required submission deadlines. 

Applicants were previously required to register with the CCR. However, SAM has integrated the CCR and 7 other Federal procurement systems into a new, streamlined system. If an applicant has an active record in CCR, there will be an active record in SAM. Nothing more is needed unless a change in the business circumstances requires updates to the Entity record(s) in order for the applicant to be paid, receive an award, or to renew the Entity prior to expiration.  Please consult the SAM website listed above for additional information. 

Applicants must successfully register with SAM prior to submitting an application or registering in the Federal Funding Accountability and Transparency Act Subaward Reporting System (FSRS) as a prime awardee user. See Section IV, Application and Submission Information, for more guidance on SAM registration. Prime recipients must maintain a current registration with the SAM database, and may make sub awards only to entities that have DUNS numbers. 

Organizations must report executive compensation as part of the registration profile at https://www.sam.gov/portal/public/SAM/  by the end of the month following the month in which this award is made, and annually thereafter (based on the reporting requirements of the Federal Funding Accountability and Transparency Act (FFATA) of 2006 (Pub. L. 109-282), as amended by section 6202 of Public Law 110-252 and implemented by 2 CFR Part 170)). See Section VI, Award Administration Information, for more information on FFATA. 

If you experience problems with the steps related to registering to do business with the federal government or application submission, your first point of contact is the Grants.gov support staff at support@grants.gov, 1–800–518–4726. If your Grants.gov 

difficulties are not resolved, you may also contact the SSA Grants Management Team for assistance: Dionne Mitchell, (410) 965–9534 and Tonya Saunders, (410) 965-9501.   

Should extenuating circumstances prevent you from submitting an application through Grants.gov,  please contact Dionne Mitchell for possible prior approval to download, complete, and submit an application by mail.   

4. Submission Dates and Times 

Letter of Intent Deadline: Prospective applicants are asked to submit, preferably with an e-mail attachment, by May 7, 2018, an e-mail, fax, postcard or letter of intent that includes (1) the program announcement number (RDRC-RDRC-18-01) and title (Retirement and Disability Research Consortium); (2) the name of the organization that is applying and (3) the name, mailing address, e-mail address, telephone number and fax number for the organization’s contact person. The letter of intent is not required, is not binding, and does not enter into the review process of a subsequent application.   The purpose of the letter of intent is to allow our staff to estimate the number of independent reviewers needed and to avoid potential conflicts of interest in the review. The letter of intent should be emailed to Grants.Team@ssa.gov Attn. Nick Love, RDRC Letter of Intent. 
Application Deadline: Applicants must submit applications through www.grants.gov by 5:00pm Eastern Standard Time on Friday, June 8, 2018. In cases when the SSA Grants Management Team approves the submission of a mailed application due to extenuating circumstances, applications may be mailed or hand-delivered to: Social Security Administration, Office of Acquisition and Grants, Division of Programs Contracts, 1540 Robert M. Ball Building, 6401 Security Blvd.  Entrance 12, Baltimore, Maryland 21235. Hand-delivered applications are accepted between the hours of 8 a.m. and 5 p.m., Monday through Friday. An application will be considered as meeting the deadline if it is either: 
1. Received from Grants.gov on or before the deadline date; or  

2. Received at the above address on or before the deadline, when a mailed application has been authorized by the Grants Management Team; or 

3. In the event that a package has been approved for mailing by the Grants Management Team, the package must be sent through the U.S. Postal Service or by commercial carrier.  If the package is sent via the U.S. Postal Service it must be postmarked by June 8, 2018 or earlier.  If the package is sent via commercial carrier it must be delivered to the Grants Management team on or before the deadline date to be considered during the competitive review and evaluation process. Applicants are cautioned to request a legibly dated U.S. Postal Service postmark or to obtain a legibly dated receipt from a commercial carrier as evidence of timely mailing. Private metered postmarks are not acceptable as proof of timely mailing. Applications that do not meet the above criteria will be considered late applications. We will not waive or extend the deadline for any applicant unless we waive or extend the deadline for all applicants. We will notify each late applicant of non-application consideration.  

5. Intergovernmental Review 

Executive Order 12372 and 12416—Intergovernmental Review of Federal Programs 

This program is not covered by the requirements of Executive Order 12372, as amended by Executive Order 12416, relating to the Federal policy for consulting with State and local elected officials on proposed Federal financial assistance. 

6. Funding Restrictions 

The awardee must apply to continue the award to receive funds in subsequent years of the five-year award (i.e. noncompeting renewal or budget period). The award will produce a continuation application, subject to review and approval by SSA.   The continuation applications will require similar content to this initial competitive application:  the applications should clearly describe a set of research, training, and dissemination activities for the upcoming year that best address the priorities of SSA.  Awards are contingent on availability of continuation funding. 
As listed in Section A.3 (The Role of The Centers), at SSA’s discretion, there may be a meeting to discuss focal areas for the upcoming budget period.  SSA will be responsible for coordinating the meeting time, location, and agenda.  Each center is responsible for sending their director(s), and up to three researchers or staff.   
E:  APPLICATION REVIEW INFORMATION 
1. Criteria 

SSA staff will conduct an initial review of applications to ensure that they adhere to the scope of this solicitation.  Applications within scope will be sent to technical review.  
The evaluation criteria correspond to the outline for the development of the Project Narrative Statement of the application described above.  The application should be prepared in the format indicated by the outline described in the components of a complete application. 

Determination of technical merit will be determined by a panel of a minimum of three reviewers based on the strengths and weaknesses of each application in terms of the evaluation criteria listed below. The point value following each criterion heading indicates the maximum numerical relative weight that each section will be given in the review process.  An unacceptable rating on any individual criterion may render the application unacceptable.  Consequently, applicants should take care that all criteria are fully addressed in the applications.  Technical merit review will account only for the factors listed below.
Applications will be reviewed as follows:
    

a. Quality of the Background Analysis. (10 points) 
Applications will be judged on whether they provide a thoughtful and coherent discussion of economic, social, health, and demographic issues influencing retirement and disability policy.  Reviewers will judge applicants' abilities to discuss the past, present, and future role of government programs and policies that affect these issues and how these are tied to their proposed research agenda. Reviewers will also judge applicants’ ability to identify useful and practical connections between research findings and program policy. 
b. Quality of the Research, Evaluation, and Data Development Prospectus.  (50 points) 

Reviewers will judge this section on whether the research agenda is scientifically sound and policy relevant.  They also will consider whether the applicant is likely to produce significant research contributions to his or her proposed research areas and how closely the proposed projects fit the objectives for which the applications were solicited.  
Reviewers will rate applications on the contents of the plans to conduct policy relevant research.  Reviewers will consider:

1. Overall Impact:  Reviewers will provide an overall impact score to reflect their assessment of the likelihood for the project to exert a sustained, powerful influence on the research and policy field(s) involved, in consideration of the following review criteria. 

2. Significance:  Does the project address an important problem or a critical barrier to progress in the field? Is there a strong scientific premise for the project? If the aims of the project are achieved, how will scientific knowledge, technical capability, and/or clinical practice be improved? How will successful completion of the aims change the concepts, methods, technologies, treatments, services, or interventions that drive this field?
3. Investigator(s):  Are the PIs, collaborators, and other researchers well suited to the project? Do they have appropriate experience, training, institutional support, and resources? Do they demonstrate an ongoing record of accomplishments that have advanced their field(s)? 
4. Approach/Methodology:  Are the overall strategy, methodology, and analyses well-reasoned and appropriate to accomplish the specific aims of the project? Have the investigators presented strategies to ensure a robust and unbiased approach, as appropriate for the work proposed? Are potential problems, alternative strategies, and benchmarks for success presented? Are the concepts, approaches or methodologies, instrumentation, or interventions novel to one field of research or novel in a broad sense? If the project is in the early stages of development, will the strategy establish feasibility and will particularly risky aspects be managed? 

c. Quality of the Dissemination Prospectus. (15 points) 
Reviewers will evaluate strategies for dissemination of research and other related information to a broad set of academic, research, and policy communities as well as to the public.  Ideal dissemination strategies will increase dissemination across centers. 
d. Quality of the Training and Education Prospectus. (10 points) 
The evaluation of the training and education prospectus will include an assessment of plans to enhance the training of graduate students and young scholars through direct financial support as well as exposure to Social Security research.  Approaches that solicit applications widely and from across the nation are encouraged.  Approaches that promote diversity among training grant recipients, where diversity is defined broadly in terms of research disciplines, institutional composition, and demographic composition are encouraged. 
e. Quality of the Staffing Proposal, Including Staff Use, Background, and Organizational Experience. (15 points) 
Reviewers will judge the applicant's center director and staff on research experience, demonstrated research skills, administrative skills, and public administration experience. Across projects, do the investigators assembled by the center have complementary and integrated expertise? Is the leadership approach, governance and organizational structure appropriate? An additional criterion will be the center's demonstrated potential to act as a conduit between applied behavioral and social science research and policy analysis/evaluation.   
Evidence of past involvement in related research and the specific plans for seeking applied outcomes described in the application will be considered.  The center’s research team should contain experienced researchers with demonstrated expertise in relevant fields from behavioral and social science, such as economics (including behavioral economics), sociology, demography, public health, public policy and administration, and psychology.  Reviewers may consider references from grant/cooperative agreement administrators on previous grants and cooperative agreements held by the proposed center director or other key personnel.  Director and staff time commitments to the center also will be an evaluation factor. 
2. Review and Selection Process 

From the applications determined to have technical merit in Section 1 above, SSA will select centers considering factors including, but not limited to:

a. Technical merit score from Section 1 (primary factor)

b. Center overlap/complementarity in meeting scope and focal areas in Section A.2.
c. Budget and the requested period of support are fully justified and reasonable in relation to the proposed research, specifically whether (1) the budget assures an efficient and effective allocation of funds to achieve the objectives of this solicitation, and (2) the applicant has additional funding from other sources, in particular, the host institution. Awardees are required to contribute a minimum of 5 percent cost share of total project costs. 
d. Duplication of internal or other external research efforts

e. Past performance 
It is also a national policy to place a fair share of purchases with small, minority, and women-owned business firms and to utilize the services of HBCUs, whenever possible.  SSA is strongly committed to the objectives of this policy and encourages all recipients of its grants and cooperative agreements to take affirmative steps to ensure such fairness.  Any such affiliations should be noted in the application for appropriate consideration.  
All applicants must use the guidelines provided in the SSA application kit at   www.grants.gov for preparing applications requesting funding under this cooperative agreement announcement.  These guidelines describe the minimum amount of required project information. However, when completing the Project Narrative, please follow the guidelines listed above.  
3. Determination of Center Activities

From the centers selected in Section 2 above, SSA will review and select among proposed research, training, and dissemination activities according to the criteria in Section B.  If multiple centers propose significantly similar activities (e.g., annual meeting proposal or dissertation grant program), SSA may select one center to administer the program based on criteria in Section B.  

4. Anticipated Announcement and Award Dates 

SSA anticipates issuing awards by September 30, 2018.  SSA will notify successful 

applicants on or before September 30, 2018. 
F. FEDERAL AWARD ADMINISTRATION INFORMATION 
1. Federal Award Notices 

Applicants that have been selected will receive an official electronic notice of award signed by an SSA Grants Management Officer around September 30, 2018. Those who were not selected will be notified by official letter.
2. Administrative and National Policy Requirements
All applicants, grant recipients, and subrecipients are subject to the following as they apply. Note:  This RFA, and subsequent grant award(s), incorporates one or more regulations by reference, with the same force and effect as if they were given in full text. Upon request, the Grants Management Officer will make their full text available.  Also, the full text of a regulation may be accessed electronically at this/these address(es):  https://www.ecfr.gov/cgi-bin/ECFR?page=browse
Financial Assistance use of Universal Identifier and Central Contractor Registration 

2 CFR Subtitle A, Chapter 1, and Part 25. This requires all awardees and first-tier subawardees (other than individuals) to have Dun and Bradstreet Data Universal Numbering System (DUNS) numbers and maintain current registrations in the Central Contractor Registration (CCR) database.  

Requirements for Federal Funding Accountability and Transparency Act (FFATA) Implementation 

2 CFR Part 170.  This requires all awardee organizations to report sub-awards and executive compensation under federal assistance awards via a specified website.   
Trafficking in Persons: Grants and Cooperative Agreements  

2 CFR Part 175.  This regulation requires that all awarding agencies include a condition authorizing termination of the award if the awardee or a subawardee engages in certain activities related to trafficking in persons.  
Uniform Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards

2 CFR Part 200.  This section establishes the principles for determining costs applicable to grants and cooperative agreements. 
Nonprocurement Debarment and Suspension 

2 CFR Part 2336.  This section adopts the Office of Management and Budget guidance in subparts A through 1 of 2 CFR Part 180, as supplemented by this part as the SSA policies and procedures for nonprocurement debarment and suspension.  
Restrictions on Lobbying  

20 CFR Part 438.  This regulation prohibits the use of any appropriated funds to pay any person for influencing or attempting to influence an officer or employee of SSA, a member of Congress, an officer or employee of Congress, or an employee of a member of Congress in connection with any of the following: awarding of any federal contract, the making of any federal grant,  the making of any federal loan, the entering into of any cooperative agreement, and the extension, continuation, renewal, amendment, or modification of any federal contract, grant, loan, or cooperative agreement.  

Security Administration Implementation of OMB Guidance for Drug-Free Workplace Requirements  

20 CFR Part 439, (2 CFR Part 2339).  This section requires that the award and administration of SSA grants and cooperative agreements comply with the OMB guidance implementing the portion of the Drug-Free Workplace Act of 1988.  

Data Protection, Privacy, and Security Requirements

Special Note: Given the propensity of various research projects to utilize data subject to privacy and security requirements, subsequent awardee(s) under this RFA must contact SSA’s Program Office and Grants Management Officer(s), immediately to seek clarification, guidance, or further discussion over unique terms and conditions not captured within the below Attachment B - Data Protection, Privacy, and Security Requirements, included herein.
3. Reporting  

Program Progress Reports  

Every three months during the award period, the awardee will produce a progress report. The awardee’s quarterly progress reports should provide a concise summary of the progress being made toward completion of activities in the annual work plan. The awardee should pay particular attention reporting on achieving any milestones set forth in the work plan, delays in achieving milestones, and the effect of delays on the final product. Details regarding the format and due dates of quarterly progress reports will be provided in the Terms and Conditions at the time of award.  

Financial Status Reports  

In addition, the awardee will submit quarterly financial status reports to SSA. We will provide detailed instructions for submitting financial reports and the required forms with each year’s award.  

Sub-award reporting 

Award recipients must report each action that obligates $25,000 or more in federal funds for a subaward to an entity.  Specific instructions for reporting sub-awards are included in the Federal Regulation 2 CFR Part 170 (see Administrative and National Policy above). 
G. FEDERAL AWARDING AGENCY CONTACT(S) 
For matters related to the application and submission process for this grant, submit an email with the subject: RDRC Application Question to Grants.Team@ssa.gov.

Dionne Mitchell, (410) 965–9534 
Tonya Saunders, (410) 965-9501
Social Security Administration, 
Office of Acquisition and Grants 
Division of Programs Contracts
1540 Robert M. Ball Bldg., 
6401 Security Blvd
Baltimore, Maryland 21235. 
fax number is (410) 594-0133 
For program related questions about the announcement/application, submit and email with the subject: RDRC Program Question to Grants.Team@ssa.gov. 
H. OTHER INFORMATION
PAYMENT

Project Costs
A successful applicant must agree that it will only charge allowable costs incurred to the award during this period of performance.

A successful applicant agrees to relate its financial charges to the approved work products and accomplishments.

Upon request by the Agency, a successful applicant agrees to provide SSA with all cost and expense data and information related to its work on special projects.  Further, upon request, an awardee must agree to provide SSA with all cost and expense data for any of its authorized sub-awardees for work on funded projects.

Payment Arrangements

All payments arrangements must be conducted via the Automated Standard Application for

Payments system (ASAP). SSA will no longer accept faxed or emailed payment requests.

Immediately upon receipt of this award notice, please contact Mr. Matthew Zinner of the

Division of Central Accounting and Reporting

Social Security Administration

P.O. Box 47

Baltimore, Maryland 21235

Telephone No. (410) 966-5303.

Email: Matthew.Zinner@ssa.gov
The Division of Central Accounting and Reporting will work with you to set up payment arrangements.
ATTACHMENT A -  BUDGET DETAIL WORKSHEET


[image: image1.emf]Attachment A Budget  Detail Worksheet_RDRC.xlsx


ATTACHMENT B -  DATA PROTECTION, PRIVACY, AND SECURITY REQUIREMENTS
SSA incorporates the following privacy and security clauses into all relevant awards:
(1) Basic Safeguarding of Covered Contractor Information System


[image: image2.emf]Attachment B.1  Basic Safeguarding of Covered Contractor Information System.docx


(2) AS 2352.224-1 Protection of Confidential Information

[image: image3.emf]Attachment B.2  Protection of Confidential Information.doc


(3) AS 2352.224-2 – Protecting and Reporting the Loss of Personally Identifiable Information: Responsibilities Concerning Individual Employees

[image: image4.emf]Attachment B.3 AS  2352.224-2 Protecting and Reporting Loss of PII.doc


(4) AS 2352.204-1 – Security and Suitability Requirements  

[image: image5.emf]Attachment B.4 AS  2352.204-1 Security and Suitability Requirements.doc


(5) Supplemental Data Protection, Privacy, and Security Requirements


[image: image6.emf]Attachment B.5 -  Supplemental Data Protection Privacy and Security Requirements.docx


Note: As applicable to the award, any references in these clauses (1)-(5) to contract(s) means award(s), contractor(s) means awardee(s), subcontractor(s) means subawardee(s), subcontract(s) means subaward(s), federal contract information includes confidential information; Project Officer and Grants Management Officer means SSA. 
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Attachment B.2: AS 2352.224-1 Protection of Confidential Information (DEC 2008)


(a)  "Confidential information," as used in this clause, means information or data, or copies or extracts of information or data, that is:  (1) provided by the Social Security Administration (SSA) to the contractor for, or otherwise obtained by the contractor in, the performance of this contract; and (2) of a personal nature about an individual, such as name, home address, and social security number, or proprietary information or data submitted by or pertaining to an institution or organization, such as employee pay scales and indirect cost rates. 


(b)  The Contracting Officer and the Contractor may, by mutual consent, identify elsewhere in this contract specific information or categories of information that the Government will furnish to the Contractor or that the Contractor is expected to generate which are confidential.  Similarly, the Contracting Officer and the Contractor may, by mutual consent, identify such confidential information from time to time during the performance of the contract.  The confidential information will be used only for purposes delineated in the contract; any other use of the confidential information will require the Contracting Officer’s express written authorization.  The Contracting Officer and the Contractor will settle any disagreements regarding the identification pursuant to the "Disputes" clause.


(c)  The Contractor shall restrict access to all confidential information to the minimum number of employees and officials who need it to perform the contract.  Employees and officials who need access to confidential information for performance of the contract will be determined in conference between SSA's Contracting Officer, Contracting Officer’s Technical Representative, and the responsible Contractor official.  Upon request, the Contractor will provide SSA with a list of “authorized personnel,” that is, all persons who have or will have access to confidential information covered by this clause.


(d)  The Contractor shall process all confidential information under the immediate supervision and control of authorized personnel in a manner that will:  protect the confidentiality of the records; prevent the unauthorized use of confidential information; and prevent access to the records by unauthorized persons. 


(e)  The Contractor shall inform all authorized personnel with access to confidential information of the confidential nature of the information and the administrative, technical and physical safeguards required to protect the information from improper disclosure.  All confidential information shall, at all times, be stored in an area that is physically safe from unauthorized access.  See paragraph (f) below regarding the minimum standards which the safeguards must meet. 


(f)   Whenever the Contractor is storing, viewing, transmitting, or otherwise handling confidential information, the Contractor shall comply with the applicable standards for security controls that are established in the Federal Information Security and Management Act (FISMA).  (These standards include those set by the National Institute of Standards and Technology (NIST) via the Federal Information Processing Standards (FIPS) publications and NIST Special Publications, particularly FIPS 199, FIPS 200, and NIST Special Publications - 800 series.)  


(g)  If the Contractor, in the performance of the contract, uses any information subject to the Privacy Act of 1974, 5 U.S.C. 552a, and/or section 1106 of the Social Security Act, 42 U.S.C. 1306, the Contractor must follow the rules and procedures governing proper use and disclosure set forth in the Privacy Act, section 1106 of the Social Security Act, and the Commissioner's regulations at 20 C.F.R. Part 401 with respect to that information. 


(h)  For knowingly disclosing information in violation of the Privacy Act, the Contractor and Contractor employees may be subject to the criminal penalties as set forth in 5 U.S.C. Section 552(i)(1) to the same extent as employees of SSA.  For knowingly disclosing confidential information as described in section 1106 of the Social Security Act (42 U.S.C. 1306), the Contractor and Contractor employees may be subject to the criminal penalties as set forth in that provision.


(i)  The Contractor shall assure that each Contractor employee with access to confidential information is made aware of the prescribed rules of conduct, and the criminal penalties for violations of the Privacy Act and/or the Social Security Act.


(j)  Whenever the Contractor is uncertain how to handle properly any material under the contract, the Contractor must obtain written instructions from the Contracting Officer addressing this question.  If the material in question is subject to the Privacy Act and/or section 1106 of the Social Security Act or is otherwise confidential information subject to the provisions of this clause, the Contractor must obtain a written determination from the Contracting Officer prior to any release, disclosure, dissemination, or publication.  Contracting Officer instructions and determinations will reflect the result of internal coordination with appropriate program and legal officials.


(k)  Performance of this contract may involve access to tax return information as defined in 26 U.S.C. Section 6103(b) of the Internal Revenue Code (IRC).  All such information shall be confidential and may not be disclosed without the written permission of the SSA Contracting Officer.  For willfully disclosing confidential tax return information in violation of the IRC, the Contractor and Contractor employees may be subject to the criminal penalties set forth in 26 U.S.C. Section 7213.


(l) The Government reserves the right to conduct on-site visits to review the Contractor's documentation and in-house procedures for protection of and security arrangements for confidential information and adherence to the terms of this clause.


(m)  The Contractor must include this clause in all resulting subcontracts whenever there is any indication that the subcontractor(s), engaged by the contractor, and their employees or successor subcontractor(s) and their employees might have access to SSA's confidential information.


(n)  The Contractor must assure that its subcontractor(s) and their employees or any successor subcontractor(s) and their employees with access to SSA confidential information are made aware of the prescribed rules of conduct.  For knowingly disclosing SSA's confidential information, any subcontractor(s) and their employees or successor subcontractor(s) and their employees may be subject to criminal penalties as described in section 1106 of the Social Security Act (42 U.S.C. 1306) and the Privacy Act (5 U.S.C. 552a).


(End of clause)
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Attachment B.2: AS 2352.224-2 – Protecting and Reporting the Loss of Personally Identifiable Information:  Responsibilities Concerning Individual Employees (FEB 2017)  


(a)  Definitions  


The following terms are defined for the purposes of this clause:


“Agency” means the Social Security Administration (SSA).


“Employee(s)” means an individual(s) employed, including, for the purposes of this clause, management officials, by either the Contractor or subcontractor that are working under this contract.


“Handling PII” means having access, either currently or in the future, to personally identifiable information (PII), as defined in this clause.  


“Lost, compromised, or potentially compromised PII” means that, while the Contractor/employee is in possession of PII, the PII has become physically missing (e.g., it has been stolen) or has been otherwise breached so that persons other than authorized users, and for other than an authorized purpose, have access or potential access to the PII, regardless of the form (e.g., electronic or physical) in which it was stored.  Indications of lost, compromised, or potentially compromised PII include missing equipment (e.g., laptops and removable storage devices such as USB flash or “thumb” drives, CDs, DVDs, etc.) and/or paper documents potentially containing PII, as well as actions where PII was emailed in violation of the terms contained in Section (b)(4), Emailing PII, below.  


“Personally Identifiable Information” (PII):  SSA follows the definition of PII provided by the Office of Management and Budget in OMB Memorandum OMB M-07-16:  “The term ‘personally identifiable information’ refers to any information which can be used to distinguish or trace an individual's identity, such as their name, Social Security number, biometric records, etc. alone, or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden name, etc.”  Other examples of PII may include, but are not limited to:  Social Security benefit data, official State or government issued driver's license or identification number, alien registration number, government passport number, employer or taxpayer identification number, home address, and medical information.  Within this clause, “PII” shall specifically mean PII as defined above which:  (1) SSA has a primary responsibility for and/or interest in protecting; and (2) is made available or becomes accessible to the Contractor and/or any subcontractor, including their respective employees, as a result of performing under this contract (e.g., under the contract, SSA directly furnishes PII to the Contractor/subcontractor, or the Contractor/subcontractor, in order to perform its duties under the contract, collects PII from outside sources, such as in a public survey).  


“Secure Area” or “Secure Duty Station” means, for the purpose of this clause, either of the following, unless SSA expressly states otherwise on a case-by-case basis:  (1) an employee’s official place of work that is in the Contractor’s or subcontractor’s established business office in a commercial setting, OR (2) a location within SSA or other Federal- or State-controlled premises.  A person’s private home, even if it is used regularly as a “home office” (including that of a Contractor or subcontractor management official), shall not be considered a secure area or duty station. 


(b)  Employee Responsibility in Safeguarding PII.  


    (1)  The Contractor shall establish, maintain, and follow its own policy and procedures to protect PII, including those for reporting lost or compromised, or potentially lost or compromised, PII (see Section (d)(1), below).  The Contractor shall inform its employees handling PII of their individual responsibility to safeguard it.  In addition, the Contractor shall, within reason, take appropriate and necessary action to:  (1) educate employees on the proper procedures designed to protect PII, as described below and as otherwise approved by the Agency; and (2) enforce their compliance with the policy and procedures prescribed as follows:  


    (2)  General.  Employees shall properly safeguard PII from loss, theft, or inadvertent disclosure.  Employees are responsible for safeguarding this information at all times, regardless of whether or not the employee is at his or her regular duty station.   Examples of proper safeguarding include, but are not limited to:  maintaining the confidentiality of each employee’s individual password (by not sharing the password with any other individual or entity and not writing it down); verifying the identity of individuals before disclosing information to them; preventing others in the area from viewing PII on one's computer screen; consistently locking or logging off one's workstation when one is away; and ensuring that PII is appropriately returned or, upon receiving SSA’s approval, destroyed when no longer needed.  


     (3)  Transporting PII Outside a Secure Area/Secure Duty Station.  Note:  The term “transporting” used here does not include shipping by a common or contract carrier, as defined in FAR 47.001, or by the U.S. Post Office.  [Contracting Officer—Insert the following sentence if applicable:  Terms and conditions regarding shipping are found ______________<indicate location within contract>.]


        (i)   Employees shall make every reasonable effort to safeguard equipment, files, or documents containing PII when transporting information from a secure area/secure duty station.  Employees must ensure that the laptops and other electronic devices/media being used to transport PII are encrypted and password protected.  The Contractor shall make every reasonable effort to ensure that the encryption and password protection are in accordance with any SSA-prescribed standards or policies which shall be communicated separately from this clause.  [Contracting Officer—Insert a reference, if available, to where these standards or policies can be found.]  Employees must use reasonable protection measures when transporting PII, e.g., storing files in a locked briefcase, not leaving files and/or equipment in plain view.  

(ii)  Employees transporting PII, including transporting PII duplications, such as electronic copies and photocopies, from their secure duty station or an otherwise secured area to an unsecured area shall obtain prior approval in accordance with the Contractor’s established policy.  The Contractor shall provide employees with contact information and instructions based on the Contractor’s security/PII loss incident policy and procedures. (NOTE:  Agency-prescribed contact information and instructions for reporting lost or possibly lost PII are discussed in Section (c) below.)


(iii)  Tracking files.  


              (A)  Unless the PII is being transported for disposal pursuant to the contract, (see (b) (4) below), the Contractor shall, within reason, take appropriate and necessary action to ensure that the file(s) or document(s) being physically transported or transmitted electronically outside the secure area/secure duty station are tracked through a log.  They must be logged out prior to transport as well as logged back in upon return.  The Contractor can establish any mechanism for tracking as long as the process, at a minimum, provides for the following information to be logged:  

(1)  first and last name of the employee taking/returning the material; 


(2)  the name of the file or document containing PII that he/she intends to transport from the office; 


(3)  all the forms or media in which the PII was transported (e.g., electronic, such as laptop, thumb drive, CD—be as specific as possible; paper, such as paper file folders or printouts);


(4)  the reason he/she intends to transport the file or document containing PII; 


(5)  the date he/she transported the file or document containing PII from the secure duty station; and 


(6)  the date he/she returned the file or document containing PII to the secure duty station.


               (B)  Materials must be returned or documented as destroyed within 90 days of removal from the office or have Contractor supervisory approval for being held longer.



   (C)  The log must be maintained in a secure manner.  Upon request by the Agency, the Contractor shall provide the information from the log in a format (e.g., electronic or paper) that can be readily accessed by the Agency.


    (4)  Employee Disposal of PII.  The marked statement below applies to this contract:  [Contracting Officer:  Mark the appropriate statement below.]


[    ]  (i)  This contract entails employee disposal of PII.  Employees shall follow the procedures described in [Contracting Officer:   Fill in reference to appropriate section, paragraph, article, etc., of the contract as applicable.  Page numbers are optional.] 


[    ]  (ii)  This contract does not entail employee disposal of PII.  The Contractor shall, within reason, take appropriate and necessary action to ensure that the procedures detailed in (b)(3)(iii) above pertaining to the logging of PII that is transported outside a secure area/from their secure duty station are followed.


    (5) Emailing PII.  The Contractor’s corporate or organizational email system is deemed not to be secure.  Therefore, the Contractor shall put policies and procedures in place to ensure that its employees email PII using only the following procedures in (i)-(ii), below:  


        (i)  Sending from an SSA email address.  If employees have been given access to the SSA email system, they may use it to send email messages containing PII in the body or in an unencrypted attachment but only to other SSA email addresses (which contain the “name @ssa.gov” format) or to email addresses belonging to an SSA-certified email system. Email directed to any other address(es) may contain PII only if the PII is entirely contained in an encrypted attachment.


        (ii)  Sending from a non-SSA email system.  If employees are using the Contractor’s own or any other non-SSA email system (e.g., Yahoo!, Gmail), they may send email messages transmitting PII only if the PII is entirely contained in an encrypted attachment; none of the PII may be in the body of the email itself or in an unencrypted attachment.  When emailing from such systems, this procedure applies when emailing PII to any email address, including but not limited to, an SSA email system address.  Unless specifically noted otherwise, the Contractor and its employees are expected to conduct business operations under this contract using the Contractor’s own email system, i.e., in accordance with the foregoing rules for transmitting PII.  


(c)  Agency-Prescribed Procedures for Reporting Lost, Compromised, or Potentially Compromised PII.  


    (1)  “Lost, compromised, or potentially compromised PII” is defined in Section (a), above.  The reporting requirement established in this section is for reporting all incidents involving PII, with no distinction between suspected and confirmed breaches.  


    (2)  SSA has its own reporting requirements for PII that is lost, compromised, or potentially compromised.  The purpose of this section is to ensure that these requirements are met and that incident information is shared appropriately.    


        (i)  Contractor Responsibility.   In addition to establishing and implementing its own internal procedures referenced in Section (b), above, the Contractor is responsible for taking reasonable actions to implement Agency-prescribed procedures described in (c)(2)(iii) below for reporting lost, compromised, or potentially compromised PII.  These include educating employees handling PII about these procedures and otherwise taking appropriate and necessary steps to enforce their compliance in carrying them out.  


        (ii)  Potential Need for Immediate, Direct Reporting by the Employee.  SSA recognizes that Contractor employees will likely make the initial discovery of a PII security breach.  When an employee becomes aware or suspects that PII has been lost or compromised, he/she is required to follow the Contractor’s established security/PII loss incident reporting process (see Section (d)(1), below).  The Contractor’s reporting process, along with SSA’s (see Section (c)(2)(iii) below), shall require the Contractor, and not necessarily the employee, in such circumstances to notify SSA of the incident.  However, the Contractor shall inform each employee handling or potentially handling PII that he/she must be prepared to directly notify outside authorities immediately as described in (c)(4) below, if, shortly following the incident or discovery of the incident, he/she finds it evident that neither an appropriate Contractor nor SSA manager/contact can be reached.   The Contractor should emphasize to the employee that timeliness in reporting the incident is critical.


        (iii)  Procedures.


             (A)  When an employee becomes aware or suspects that PII has been lost, compromised, or potentially compromised (see (a) Definitions, above), the Contractor, in accordance with its incident reporting process, shall provide immediate notification of the incident to the primary SSA contact.  If the primary SSA contact is not readily available, the Contractor shall immediately notify one of two SSA alternates, if names of alternates have been provided.  (**See Attachment A for the identity of the designated primary and alternate SSA contacts.**)  The Contractor shall act to ensure that each employee, prior to commencing work on the contract, has been given information as to who the primary and alternate SSA contacts are and how to contact them.  In addition, the Contractor shall act to ensure that each employee promptly receives any updates on such information as they are made available.   Whenever the employee removes PII from a secure area/secure duty station, he/she must comply with the Contractor's security policies, including having on hand the current contact information for the primary SSA contact and the two alternates.  


            (B)  The Contractor shall provide the primary SSA contact or the alternate, as applicable, updates on the status of the reported PII loss or compromise as they become available but shall not delay the initial report.


            (C)  The Contractor shall provide complete and accurate information about the details of the possible PII loss to assist the SSA contact/alternate, including the following information:


     (1)  
Contact information;


     (2) 
A description of the loss, compromise, or potential compromise (i.e., nature of loss/compromise/potential compromise, scope, number of files or records, type of equipment or media, etc.) including the approximate time and location of the loss;


     (3) 
A description of safeguards used, where applicable (e.g., locked briefcase, redacted personal information, password protection, encryption, etc.);


     (4) 
An identification of SSA components (organizational divisions or subdivisions) contacted, involved, or affected;


     (5) 
Whether the Contractor or its employee has contacted or been contacted by any external organizations (i.e., other agencies, law enforcement, press, etc.);


     (6) 
Whether the Contractor or its employee has filed any other reports (i.e., Federal Protective Service, local police, and SSA reports); and


     (7)   Any other pertinent information 


            (D)  The Contractor shall use the worksheet (or a copy thereof) following this clause to quickly gather and organize information about the incident.


             (E)  There may be rare instances outside of business hours when the Contractor is unable to reach either the primary SSA contact or any of the alternates immediately.  In such a situation, the Contractor shall immediately call SSA’s National Network Service Center (NNSC) toll-free at 1-877-697-4889 to file the initial report directly, providing the information in (c)(2)(iii)(C) above and completing the attached worksheet to the best of its ability.  Overall, during this time, the Contractor shall cooperate as necessary with the NNSC or any of the other external organizations described in (c)(2)(iii) above.


            (F)  The Contractor shall document the call with the CAPRS (Change, Asset, and Problem Reporting System) number, which the NNSC will assign.  The Contractor shall provide the CAPRS number to the primary SSA manager, or, if unavailable, one of the alternates to this manager as described above.  



(G)  If an employee initially detects the loss, compromise, or potential compromise of PII and finds it evident that neither an appropriate Contractor nor SSA manager/contact can be promptly reached, the employee shall undertake the foregoing actions prescribed to the Contractor in this part (i.e., immediately call the NNSC, document the CAPRS number assigned to the call, etc.).  (Reference Section (c)(2)(i) above.)


(H)  The Contractor and its employee(s) shall limit disclosure of the information and details about an incident to only those with a need to know.  The security/PII loss incident reporting process will ensure that SSA’s reporting requirements are met and that security/PII loss incident information is only shared as appropriate.


(d)  Additional Contractor Responsibilities When There Is a Loss of PII.


    (1)  The Contractor shall have a formal security/PII incident reporting process in place that outlines appropriate roles and responsibilities, as well as the steps that must be taken, in the event of a security/PII loss incident.  The plan shall designate who within the Contractor’s organization has responsibility for reporting the loss, compromise, or potential compromise of PII to SSA.


    (2)  In the event of a security/PII loss incident, the Contractor shall take immediate steps to address consequential security issues that have been identified, including steps to minimize further security risks to those individuals whose personal information was lost, compromised, or potentially compromised. 


    (3)  The Contractor shall confer with SSA personnel in reviewing the actions the Contractor has taken and plans to take in dealing with the incident.


    (4)  The Contractor shall bear the responsibility and any cost for any data breach and/or remediation actions that might arise from the security/PII loss incident.   If SSA determines that the risk of harm requires notification of affected individual persons of the security breach and/or other remedies, the Contractor shall carry out these remedies without cost to SSA.


(e)  Applicability of this Clause to Subcontractors/Subcontractor Employees  


    (1)  The Contractor shall include this clause in all resulting subcontracts whenever there is any indication that the subcontractor and their employees, or successor subcontractor(s) and their employees, will or might have access to PII.


    (2)  The Contractor shall, within reason, take appropriate and necessary action to assure SSA that its subcontractor(s) and their employees, or any successor subcontractor(s) and their employees, with access to PII know the rules of conduct in protecting and reporting the loss or suspected loss of PII as prescribed in this clause, such as those regarding the emailing of PII as stated in Section (b)(5) above.  


    (3)  Notification of Subcontractor Handling of PII.  If the Contractor engages a subcontractor under this contract whose employee(s) will actually or potentially be given or have access to PII, the Contractor shall do the following:  


        (i) Notify in advance both SSA’s Contracting Officer’s Representative (COR) –Contracting Officer’s Technical Representative (COTR) and the Contracting Officer of this arrangement, providing the subcontractor name(s) and address(es) and, upon request, a description of the nature of the PII to which the employee(s) will actually or potentially be given/have access (e.g., phone numbers, Social Security numbers); and  


        (ii)  Provide SSA’s COR-COTR the names of the subcontractor employee(s) who will actually or potentially be assigned and/or have access to the PII.  The Contractor may satisfy this requirement when submitting the name(s) of the subcontractor employee(s) to SSA’s COR-COTR for the requisite security background check described in Section (f), below.  


(f)  Contractor/Subcontractor Background Checks – Security & Suitability Requirements Clause.  


For each Contractor and subcontractor employee handling PII, the Contractor shall fulfill the requirements of the Security & Suitability Requirements Clause, found elsewhere in this contract, to ensure that any such individual has the appropriate background checks.


Attachment A 


Worksheet for Reporting the Loss, Compromise, or Potential Compromise of Personally Identifiable Information 


Contractor and Subcontractor Employees:  See last page of this attachment for instructions on completing this worksheet.


1.  My primary SSA contact for reporting the loss, compromise, or potential compromise of PII is:  [Contracting Officer:  Fill in the name and contact information (phone number(s), address, etc.) of the primary SSA contact.  This should be the Contracting Officer’s Representative (COR) – Contracting Officer’s Technical Representative (COTR)]


The alternates to this primary contact are as follows:



First Alternate:   [Contracting Officer:  Fill in the name and contact information (phone number(s), address, etc.) of the First Alternate SSA contact.  This should be the Alternate COR-COTR.]



Second Alternate:  [Contracting Officer:  Fill in the name and contact information (phone number(s), address, etc.) of the Second Alternate SSA contact.]


2.  Information about the individual making the report to SSA’s National Network Service Center (NNSC) (Toll-free Phone Number at 1-877-697-4889):  


Name:


Position:


Deputy Commissioner Level Organization:  [Contracting Officer: fill in]


Phone numbers:


Work:


Cell:


Home/Other:


Email Address:


Check on of the following:


Management Official [  ]  Security Officer [  ]  Non-Management [  ]



Additional Information (to be provided when a contractor or subcontractor employee is reporting directly to the NNSC):



  *Contractor/Subcontractor (circle as appropriate):



**SSA Contract Number (if known):


3.  Information about the data that was lost/stolen:


Describe what was lost or stolen (e.g., case file, MBR (Master Beneficiary Record) data):


Which element(s) of PII did the data contain?


Name [  ]



SSN [  ]


Date of Birth [  ]


Place of Birth  [  ] 


Address  [  ] 


Mother’s Maiden Name  [  ]


Bank Account Info  [  ]


Medical/Health Information  [  ]


Benefit Payment Info [  ]


Other  [  ]


Estimated volume of records involved: 


4.  How was the data physically stored, packaged and/or contained?  


Paper   or   Electronic? (circle one):


If Electronic, what type of device? 


Laptop[  ]
Tablet[  ]
   Backup Tape[  ]
Blackberry[  ]


Workstation[  ]
Server[  ]
   CD/DVD[  ]

Blackberry Phone #


Hard Drive[  ]
Floppy Disk[  ]   USB Drive[  ]


Other(describe):



Additional Questions if Electronic:
   Yes          No          Not sure    


a.  Was the device encrypted?  





b.  Was the device password protected?  





c.  If a laptop or tablet, was a VPN SmartCard lost? 





       Cardholder’s Name:


       Cardholder’s SSA logon PIN:


       Hardware Make/Model:


       Hardware Serial Number:


 Additional Questions if Paper:          Yes          No          Not Sure
      


a.  Was the information in a locked briefcase?  





b.  Was the information in a locked cabinet or drawer?





c.  Was the information in a locked vehicle trunk?





d.  Was the information redacted? 





e.  Other circumstances:


5.  If the employee/Contractor/subcontractor who was in possession of the data or to whom the data was assigned is not the person making the report to the NNSC (as listed in #1), information about this employee/Contractor/subcontractor:


Name:    



Position:    



Deputy Commissioner Level Organization:    
[Contracting Officer: fill in]


Phone Numbers:   


Work:

Cell:

Home/Other:



E-mail Address:   



Additional Information (to be provided when person who was in possession of the data or assigned to the data is a Contractor/subcontractor employee):



  *Contractor/Subcontractor (circle as appropriate):



**SSA Contract Number (if known):


6.  Circumstances of the loss:


a.  When was it lost/stolen?   


b.  Brief description of how the loss/theft occurred:  


c.  When was it reported to SSA management official (date and time)?   


7.  Have any other SSA components been contacted?  If so, who? (Include deputy commissioner level, agency level, regional/associate level component names)


8.  Which reports have been filed? (include FPS, local police, and SSA reports)


Report Filed
                Yes
    No
   Report Number


Federal Protective Service  





Local Police  






Yes
No


SSA-3114 (Incident Alert) -- Not Applicable for Contractors or Subcontractors




SSA-342 (Report of Survey) -- Not Applicable for Contractors or Subcontractors




Other (describe)


INSTRUCTIONS (to the Contractor/Subcontractor Employee):  Worksheet for Reporting Loss or Potential Loss of Personally Identifiable Information 


1.  If you are reporting the incident to the primary SSA contact, only complete Items 3. through 6.  Special notes regarding Item 5:


    •  For “Position,” write “Contractor Employee” or “Subcontractor Employee,” as applicable, followed by a hyphen and your job title under the contract.


    •  With respect to Deputy Commissioner Level Organization, this should be SSA’s COR-COTR’s Deputy Commissioner Office and should already be provided on the form.  If it is not (and you do not know this), have your primary or alternate contact, as applicable, complete the information.


    •  Be sure to provide the additional information regarding your company/organization’s name and, if known, the Agency-assigned contract number.


2.  If you are reporting the incident directly to the NNSC, complete all items to the extent possible (note:  Item 4 will be “not applicable”).  Special notes regarding Item 2:


    •  For “Position,” write “Contractor Employee” or “Subcontractor Employee,” as applicable, followed by a hyphen and your job title under the contract.


    •  With respect to Deputy Commissioner Level Organization, this should be SSA’s COR-COTR’s Deputy Commissioner Office and should already be provided on the form.  If it is not and you do not know this information, try to identify the name of the main program office which the contract is servicing (e.g., Office of Telecommunications and Systems Operations).  


    •  Be sure to provide the additional information regarding your company/organization’s name and, if known, the Agency-assigned contract number.


(End of clause)



Budget Categories

		Purpose: The Budget Detail Worksheet may be used as a guide to assist you in the preparation of

		the budget and budget narrative. You may submit the budget and budget narrative using this form or in

		the format of your choice (plain sheets, your own form, or a variation of this form). However, all

		required information (including the budget narrative) must be provided. Any category of expense not

		applicable to your budget may be deleted.

		A. Personnel 

		List each position by title and name of employee, if available. Show the annual

		salary rate and the percentage of time to be devoted to the project. Compensation paid for employees

		engaged in grant activities must be consistent with that paid for similar work within the applicant

		organization.

		Name/Position						Computation		Cost

		Position 1

		Position 2

		Position 3

		Position 4

		Position 5

								Sub-Total



		B. Fringe Benefits

		Fringe benefits should be based on actual known costs or an established

		formula. Fringe benefits are for the personnel listed in budget category (A) and only for the

		percentage of time devoted to the project.

		Name/Position		Computation						Cost

		Fringe Benefit 1

		Fringe Benefit 2

		Fringe Benefit 3

		Fringe Benefit 4

		Fringe Benefit 5

								Sub-Total

								Total Personnel & Fringe Benefits

		C. Travel

		Itemize travel expenses of project personnel by purpose (e.g., staff to training, field

		interviews, advisory group meeting, etc.). Show the basis of computation (e.g., six people to 3-day

		training at $X airfare, $X lodging, $X subsistence). In training projects, travel and meals for trainees

		should be listed separately. Show the number of trainees and the unit costs involved. Identify the

		location of travel, if known. Indicate source of Travel Policies applied, Applicant or Federal Travel

		Regulations.

		Purpose of Travel		Location		Item		Computation		Cost

		Travel Entry 1				Hotel

						Air

						Ground Transportation

						Per Diem

								Sub-Total

		Travel Entry 2				Hotel

						Air

						Ground Transportation

						Per Diem

								Sub-Total

								TOTAL TRAVEL

		D. Equipment

		List non-expendable items that are to be purchased. Non-expendable equipment

		is tangible property having a useful life of more than two years and an acquisition cost of $5,000 or

		more per unit. (Note: Organization’s own capitalization policy may be used for items costing less than

		$5,000). Expendable items should be included either in the “supplies” category or in the “Other”

		category. Applicants should analyze the cost benefits of purchasing versus leasing equipment, especially

		high cost items and those subject to rapid technical advances. Rented or leased equipment costs

		should be listed in the “Contractual” category. Explain how the equipment is necessary for the success

		of the project. Attach a narrative describing the procurement method to be used.

		Item		Computation						Cost

		Equipment Entry 1

		Equipment Entry 2

		Equipment Entry 3

		Equipment Entry 4

		Equipment Entry 5

								Sub-Total

								TOTAL EQUIPMENT

		E. Supplies

		List items by type (office supplies, postage, training materials, copying paper, and

		expendable equipment items costing less that $5,000, such as books, hand held tape recorders) and

		show the basis for computation. (Note: Organization’s own capitalization policy may be used for

		items costing less than $5,000). Generally, supplies include any materials that are expendable or

		consumed during the course of the project.

		Supply Items		Computation						Cost

		Supply Item 1

		Supply Item 2

		Supply Item 3

		Supply Item 4

		Supply Item 5

								Sub-Total

								TOTAL SUPPLIES



		F. Costruction

		As a rule, construction costs are not allowable. In some cases, minor repairs or

		renovations may be allowable. Check with the program office before budgeting funds in this

		category.



		Purpose		Description of Work						Cost











								Sub-Total

								TOTAL CONSTRUCTION

		G. Consutlants/Contracts

		Indicate whether applicant's formal, written Procurement Policy of the Federal Acquisition Regulations are followed.

		Consultant Fees: For each consultant enter the name, if known, service to be provided, hourly or daily

		fee (8-hour day), and estimated time on the project. Consultant fees in excess of $450 per day require

		additional justification and prior approval from SSA.

		Name of Consultant		Service Provided		Computation				Cost











								Sub-Total

		Consultant Expenses: List all expenses to be paid from the grant to the individual consultants in

		addition to their fees (i.e., travel, meals, lodging, etc.)

		Item		Location		Computation				Cost











								Sub-Total

		Contracts: Provide a description of the product or service to be procured by contract and an estimate

		of the cost. Applicants are encouraged to promote free and open competition in awarding contracts.

		A separate justification must be provided for sole source contracts in excess of $100,000.

		Item		Computation						Cost











								Sub-Total

								TOTAL CONSULTANTS/CONTRACTS

		H. Other Costs

		List items (e.g., rent, reproduction, telephone, janitorial or security services,

		and investigative or confidential funds) by major type and the basis of the computation. For example,

		provide the square footage and the cost per square foot for rent, or provide a monthly rental cost and how many months to rent.

		Description		Computation						Cost











								Sub-Total

								TOTAL OTHER COSTS

		I. Indirect Costs 

		Indirect costs are allowed only if the applicant has a Federally approved indirect cost rate.  A copy of the rate approval, (a fully executed, negotiated agreement, must be attached.

		If the applicant does not have an approved rate, one can be requested by contacting the applicant's cognizant Federal agency, which will review all documentation and approve a rate for the applicant

		organization, or if the applicant’s accounting system permits, costs may be allocated in the direct costs categories.

		If you are a non-Federal entity and you have never received a negotiated indirect cost rate, except for those non-Federal entities described in Appendix VII to 2 C.F.R. Part 200 – States and Local Government and Indian Tribe Indirect Cost Proposals, you may elect to negotiate a rate or charge a de minimis rate of 10% of modified total direct costs (MTDC) which may be used indefinitely.  Costs must be consistently charged as either indirect or direct costs, but may not be double charged or inconsistently charged as both.  If chosen, this methodology once elected must be used consistently for all Federal awards until such time as a non-Federal entity chooses to negotiate for a rate, which the non-Federal entity may apply to do at any time. 
• GMO will check compliance with the use of the de minimus rate in accordance with 2 CFR 200.414.


		Description		Computation						Cost











								Sub-Total

								TOTAL INDIRECT COSTS
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Program Budget Summary

		Program Budget Summary 

		When you have completed the budget worksheet, transfer the totals for each category to the spaces below. Compute the total direct costs

		and the total project costs. Indicate the amount of Federal funds requested and the amount of non-Federal funds that will support the project.

		For program purposes please include a summary by task and subtask in the following format.



		Task/Subtask		Total Budget Request		Federal		Non-Federal		Personnel		Fringe		Travel		Equipment		Supplies		Construction		Consultants/Contracts		Other		Total Direc		Indirect		Total Budget Costs

		A. Personnel 

		B. Fringe Benefits 

		C. Travel 

		D. Equipment 

		E. Supplies 

		F. Construction 

		G. Consultants/Contracts 

		H. Other 

		Total Direct Costs 

		I. Indirect Costs

		Total Budget Costs



		TOTAL PROJECT COSTS 

		Federal Request 

		Non-Federal Amount 
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Attachment B.4: AS 2352.204-1 – Security and Suitability Requirements (AUG 2017)

(a) Acronyms and Definitions – As used in this clause –


“Access to a facility, site, system, or information” means physical access to any Social Security Administration (SSA) facility or site, logical access to any SSA information system, or access to programmatic or sensitive information.


“CO” means contracting officer.


“Contractor” means any entity having a relationship with SSA because of this contract.  This term includes, but is not limited to, corporations, limited liability partnerships, and sole proprietorships.


“Contractor personnel” means employees of the contractor, employees of the subcontractor, any consultant retained by the contractor or subcontractor, any volunteer or intern of the contractor or subcontractor, and if the contractor or subcontractor is a sole proprietorship, it refers to the sole proprietorship.


“COR-COTR” means contracting officer’s representative-contracting officer’s technical representative.


“CPOC” means company point of contact as specified by the contract.


“CSPS” means Center for Suitability and Personnel Security.


“e-QIP” means Electronic Questionnaire for Investigations Processing. 

“PIV” means Personal Identity Verification.


“Subcontractor” means any entity having a relationship with SSA’s contractor because of this contract.  This term includes, but is not limited to, corporations, limited liability partnerships, and sole proprietorships.


(b) Purpose.  This clause provides SSA’s policies and procedures concerning the conduct of background investigations (i.e. suitability determinations) of contractor personnel.  A background investigation is required any time contractor personnel requires any type of access to a facility, site, system, or information, whether or not a PIV credential is required.  Contractor personnel may be subject to periodic reinvestigation per SSA policy.  The purpose of these investigations is to determine the suitability of contractor personnel needing access to a SSA facility, site, system, or information.  If applicable, the clause also describes the process to obtain a PIV credential.   


(c) PIV Credentials


(1) A PIV credential is required for contractor personnel requiring access to a SSA information system or routine, unescorted access to a SSA facility or site for a period of six months or more.  (See paragraph (k) for more information.)


(2) A PIV credential is not required for:  

(i) Contractor personnel requiring escorted access to a SSA facility or site for less than six months; or

(ii) Contractor personnel requiring infrequent escorted access to a SSA facility or site, even if the access may be longer than six months (e.g., contractor personnel who provide infrequent facilities or equipment maintenance or repair, or who conduct onsite shredding, etc.).  


(d) Authorities


(1) Homeland Security Presidential Directive 12 


(http://www.dhs.gov/homeland-security-presidential-directive-12). 


(2) Office of Management and Budget Memorandum M-05-24


(https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m05-24.pdf).


(3) The Crime Control Act of 1990, Public Law 101-647, subtitle E, as amended by Public Law 102-190 (for childcare center security requirements)


(http://www.gpo.gov/fdsys/pkg/USCODE-2010-title42/pdf/USCODE-2010-title42-chap132-subchapV-sec13041.pdf).


(4) Executive Orders 13764 and 12968


(https://www.hsdl.org/?abstract&did=798174) and


https://www.gpo.gov/fdsys/pkg/FR-1995-08-07/pdf/95-19654.pdf) 


(5) Title 5, Code of Federal Regulations (CFR), Parts 731, 736, and 1400 (for positions assigned a “National Security” designation) 


(http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title05/5cfr731_main_02.tpl, http://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title05/5cfr736_main_02.tpl, and 

http://www.ecfr.gov/cgi-bin/text-idx?SID=ea8d9b7f129b58c4b512ea9d68a44761&mc=true&node=pt5.3.1400&rgn=div5%23se5.3.1400_1201)

(e) Suitability Process.  The background investigation and adjudication processes are compliant with 5 CFR 731 or equivalent.  Any new contractor personnel (i.e. those who have not previously received a suitability determination under this contract) requiring access to a SSA facility, site, information, or system, must complete and submit, through the COR-COTR, the documents listed in (e)(1) at least 30 business days prior to the date contractor personnel are to begin work.  The suitability process cannot begin until the contractor submits, and SSA receives, accurate and complete documents.


(1) Suitability Document Submission


a. Immediately upon award, the CPOC must provide to the COR-COTR for all contractor personnel requesting a suitability determination: 

(i) An e-QIP applicant listing including the names of all contractor personnel requesting suitability;


(ii) Completed Optional Form (OF) 306, Declaration for Federal Employment; 


(iii)  Fair Credit Reporting Act Authorizations (FCRA); and 


(iv) Work authorization for non-United States (U.S.) born applicants, if applicable.  


b. The e-QIP applicant listing must include the contractor’s name, the contract number, the CPOC’s name, the CPOC’s contact information, the COR-COTR’s name, the COR-COTR’s contact information, and the full name, Social Security Number, date of birth, place of birth (must show city and state if born in the U.S. OR city and country if born outside of the U.S.), and a valid email address for all contractor personnel requesting suitability.  All spelling of names, email addresses, places, and numbers must be accurate and legible.  


c. The required suitability forms, and a sample of properly completed forms, are available on SSA’s Office of Acquisition and Grants (OAG) website (“Information About Acquisitions” tab, “Security Information” section [https://www.ssa.gov/oag/acq/ASC_2352_204-1_Security_and_Suit_Reqrmts_Post_10012017/Links%20for%20Agency%20Specific%20Clause%202352_204-1%20Post%2010012017.htm]).  


(2) e-QIP Application 


a. Once SSA receives all completed documents, listed in (e)(1), CSPS will initiate the e-QIP process using the e-QIP applicant listing.  CSPS will email the e-QIP notification to the CPOC and COR-COTR inviting contractor personnel to the e-QIP website to electronically complete the background investigation form (Standard Form (SF) 85, Questionnaire for Non-Sensitive Positions, or SF 85P, Questionnaire for Public Trust Positions).  


b. Contractor personnel will have up to 10 business days to complete the e-QIP application.  The 10-day timeframe begins the day CSPS sends the invitation to the CPOC and COR-COTR.  Contractor personnel must electronically sign the signature pages before releasing the application in e-QIP.  Signature pages include the Certification and Release pages for SF 85 and the Certification, Release, and Medical Release pages for SF 85P.

c. Find information about the e-QIP process in the e-QIP Quick Reference Guide for e-QIP Applicants at https://www.opm.gov/investigations/e-qip-application/. 

d. If contractor personnel need assistance with e-QIP logon and navigation, call 1-844-874-9940. 

(3) Fingerprinting 


a. The e-QIP notification email also provides contractor personnel with instructions to obtain electronic fingerprinting services.  Contractor personnel must report for fingerprint services immediately upon completion and release of the e-QIP application and within 10 business days from the day CSPS sends the invitation.  


b. If contractor personnel cannot report to the designated fingerprint locations (in the notification email), CSPS will accept completed Field Division (FD) 258 fingerprint cards.  The CO can provide the FD 258, if required.  Contractor personnel must complete all fields on the FD 258.  Incomplete fields may delay suitability processing.  


c. If you need to mail completed FD 258 fingerprint cards, send them, via certified mail along with a completed Contractor Suitability Personnel Cover Sheet (found on the OAG website), to:


Social Security Administration 


Center for Suitability and Personnel Security


Attn:  Suitability Program Officer


6401 Security Boulevard


2601 Annex Building


Baltimore, MD  21235


(4) Status Check.  If contractor personnel have completed each of the steps in (e) in their entirety and do not receive a suitability determination within 15 business days of their last submission, call 1-844-874-9940 to determine suitability status.  


(f) Suitability Determination


(1) CSPS uses a Federal Bureau of Investigation fingerprint check as part of the basis for making a suitability determination.  This determination is final unless information obtained during the remainder of the full background investigation, conducted by the Office of Personnel Management, is such that SSA would find the contractor personnel unsuitable to continue performing under this contract.  CSPS will notify the CPOC and the COR-COTR of the results of these determinations.   


(2) SSA will not allow contractor personnel access to a facility, site, information, or system until CSPS issues a favorable suitability determination.  A suitability determination letter issued by CSPS is valid only for performance on the contract specified in the letter.  


(3) If current contractor personnel are to perform work under a new contract, the CPOC must submit a fully completed, legible Contractor Rollover Request Form to the COR-COTR of the new contract.  CSPS will notify the CPOC and the COR-COTR CO of suitability to work on the new contract.  The Contractor Rollover Request Form is on OAG’s website.


(g) Contractor Personnel Previously Cleared by SSA or Another Federal Agency.  If contractor personnel previously received a suitability determination from SSA or another Federal agency, the CPOC should include this information next to the contractor personnel’s name on the initial applicant listing (see paragraph (e)(1)(b)) along with the OF 306.  CSPS will review the information.  If CSPS determines another suitability determination is not required, it will provide a letter to the CPOC and the COR-COTR indicating the contractor personnel was previously cleared under another Federal contract and does not need to go through the suitability determination process again.


(h) A contractor is not entitled to an equitable adjustment of the contract because of an unfavorable suitability determination(s).  Additionally, if SSA determines that the number or percentage of unfavorable determinations make successful contract performance unlikely, SSA may terminate the contract for cause or default.  


(i) Unsuitable Determinations


(1) The contractor must notify the contractor personnel of any unsuitable determinations as soon as possible after receipt of such a determination.  


(2) The contractor must submit requests for clarification for unsuitable determinations in writing within 30 days of the date of the unsuitable determination to the email mailbox or address listed below.  Contractor personnel must file their own requests; contractors may not file requests on behalf of contractor personnel.

dchr.ope.hspd12appeals@ssa.gov OR

(2)

Social Security Administration


Center for Suitability and Personnel Security


Attn:  Suitability Program Officer


6401 Security Boulevard


2601 Annex Building


Baltimore, MD  21235  


(j) Contractor Notification to Government.  The contractor shall notify the COR-COTR and CSPS within one business day if any contractor personnel is arrested or charged with a crime during the term of this contract, or if there is any other change in the status of contractor personnel (e.g. leaves the company, no longer works under the contract, the alien status changes, etc.) that could affect their suitability determination.  The contractor must provide in the notification as much detail as possible, including, but not limited to: name(s) of contractor personnel whose status has changed, contract number, the type of charge(s), if applicable, date of arrest, the court date, jurisdiction, and, if available, the disposition of the charge(s).


(k) Obtaining a Credential


(1) This section applies only if contractor personnel will have access to a SSA information system or routine or unescorted access to a SSA facility or site for a period of six months or more as described in paragraph (c)(1).


(2) Once the contractor personnel receive notification of an acceptable suitability determination, but prior to beginning work under the contract, the contractor personnel must appear at the respective Regional Security Office or SSA Headquarters Parking and Credentialing Office to begin the credentialing process.  The contractor must contact the COR-COTR to arrange for credentialing.  Once the COR-COTR makes the appointment, the COR-COTR must contact the contractor to inform the contractor of the credentialing appointment(s).  The COR-COTR will also arrange for the contractor personnel to be escorted (by either the COR-COTR or a COR-COTR’s representative) to the appropriate credentialing office at the time of this appointment.  The contractor personnel must present the suitability determination letter and two forms of identification at this meeting.  At least one of the forms of identification must be a Government-issued photo identification (ID) (for acceptable forms of ID see List of Acceptable Documents on OAG’s website).  For SSA Headquarters access, a completed Form SSA-4395, Application for Access to SSA Facilities, signed by the contractor personnel and the COR-COTR is also required.  The COR-COTR will provide the SSA-4395 Form to the contractor personnel when applicable.  

(3) Credentialing appointments last approximately 15 minutes.  Depending on a contractor’s scheduling needs and availabilities, contractor personnel may be scheduled for credentialing all in one day (this process may take a few hours to complete, depending on the number of contractor personnel that need to be credentialed) or they may come in at separate times convenient to the contractor personnel’s and the COR-COTR’s schedules.  


(4) Contacts


a. SSA Headquarters’ Parking and Credentialing Office representatives can be reached at Parking.and.Credentialing@ssa.gov or 410-965-5910. 


b. Research Triangle Park Parking and Credentialing Office representatives can be reached at at SSC.Parking.and.Credentialing@ssa.gov or 877-586-6650, extensions 25206 or 25207.


c. Regional Security Office contact information is in the Appendix at the end of this clause.  


(l) Contractor Return of PIV Credential.  The contractor must account for and ensure that all forms of Government-provided identification (PIV credential) issued to contractor personnel under this contract are returned to SSA’s Headquarters’ Parking and Credentialing Office or Regional Security Office, as appropriate, as soon as any of the following occur:  when no longer needed for contract performance; upon completion of any contractor personnel employment; or upon contract completion or termination.  


(m) Government Control.  The Government has full control over and may grant, deny, or withhold access to a facility, site, system, or information and may remove contractor personnel, or require the contractor to remove contractor personnel from performing under the contract for reasons related to conduct even after contractor personnel are found suitable to work on the contract (see paragraph (n) below).

(n) Removal From Duty.  The CO, in coordination with the COR-COTR and CSPS, may remove a contractor, or request the contractor immediately remove any contractor personnel from working under the contract based on conduct that occurs after a favorable suitability determination.  This includes temporarily removing contractor personnel arrested for a violation of law pending the outcome of any judicial proceedings.  The contractor must comply with these requests to remove any contractor personnel.  The Government's determination may be made based on, but not limited to, these incidents involving the misconduct or delinquency:  


(1) Violation of the Rules and Regulations Governing Public Buildings and Grounds, 41 CFR 101-20.3.  This includes any local credentialing requirements.

(2) Neglect of duty, including sleeping while on duty; unreasonable delays or failure to carry out assigned tasks; conducting personal affairs while on duty; and refusing to cooperate in upholding the integrity of SSA's security program.  


(3) Falsification or unlawful concealment, removal, mutilation, or destruction of any official documents, records, or Government property or concealment of material facts by willful omissions from official documents or records.


(4) Disorderly conduct, use of abusive or offensive language, quarreling, intimidation by words or actions, or fighting.  Also, participating in disruptive activities that interfere with the normal and efficient operations of the Government. 


(5) Theft, vandalism, or any other criminal actions.  


(6) Selling, consuming, possessing, or being under the influence of intoxicants, drugs, or substances that produce similar effects.  


(7) Improper use of official authority or credentials.


(8) Unauthorized use of communications equipment or Government property.


(9) Misuse of weapon(s) or tools used in the performance of the contract.


(10) Unauthorized access to areas not required for the performance of the contract.


(11) Unauthorized access to SSA’s employees' personal property.


(12) Violation of security procedures or regulations. 


(13) Prior contractor personnel unsuitability determination by SSA or another Federal agency.  


(14) Unauthorized access to, or disclosure of, agency programmatic or sensitive information, or Internal Revenue Service Tax Return information.


(15) Failure to ensure the confidentiality of or failure to protect from disclosure, agency information entrusted to them.  Certain provisions of these statutes and regulations apply to Federal employees, and apply equally to contractor personnel:  The Privacy Act of 1974, The Tax Reform Act of 1976 and the Taxpayer Browsing Protection Act of 1997, SSA regulation 1, The Computer Fraud and Abuse Act of 1986, and Section 1106 of the Social Security Act. 


(16) Being under investigation by an appropriate authority for violating any of the above.  

(o) The contractor is required to include the substance of this clause in any subcontract requiring the subcontractor to access a SSA facility, site, system, or information.   However, the contractor must obtain, review, and submit to SSA all of the completed and required forms (see paragraph (e) from the subcontractor.  SSA will not accept completed forms from anyone other than the contractor.  


Appendix: 


Regional Security Offices


Regional Credentialing Contacts for Contractor Personnel


Region 1 – Boston


Management and Operations Support, Wilson Osorio, 617-565-2840




Region 2 – New York


Center for Materiel Resources, Physical Security and Safety Team, Emmanuel Fernandez, 212-264-2603


Region 3 – Philadelphia


For Mid-Atlantic Social Security Center occupants: Center for Materiel Resources, Kevin Wiley, 215-597-1627


For all others: Center for Automation, Security and Integrity, 215-597-5100


Region 4 – Atlanta


Center for Security and Integrity


Willie Martin, 404-562-1761


Charlene C. Jones, 404-562-1432


Glen Gaston, 404-562-1871


Dennis Loewer, 404-562-1340



Region 5 – Chicago


Management and Operations Support, Building Services Unit


Sharon Young, 312-575-4150


Evelyn Principe, 312-575-6342


Sofia Luna, 312-575-5762


Carlon Brown, 312-575-5957


Colleen Carrington, 312-575-5242


Region 6 – Dallas


Center for Materiel Resources, Employee Relations, Veronica Drake, 214-767-2221


Region 7 – Kansas City


Center for Automation Security Integrity, General Office Line, 816-936-5555


Region 8 – Denver


Center for Security and Integrity, Phil Mocon, 303-844-4016


Region 9 - San Francisco


Center for Security and Integrity, Cassandra Howard, 510-970-4124


Region 10 - Seattle


Center for Security and Integrity


Mary Bates, 206-615-2105


Lisa Steepleton, 206-615-2183


(End of clause)
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Attachment B.1: BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEMS (JUN 2016) 

(a)Definitions. As used in this clause - 

Covered contractor information system means an information system that is owned or operated by a contractor that processes, stores, or transmits Federal contract information. 

Federal contract information means information, not intended for public release, that is provided by or generated for the Government under a contract to develop or deliver a product or service to the Government, but not including information provided by the Government to the public (such as on public Web sites) or simple transactional information, such as necessary to process payments. 

Information means any communication or representation of knowledge such as facts, data, or opinions, in any medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual (Committee on National Security Systems Instruction (CNSSI) 4009). 

Information system means a discrete set of information resources organized for the collection, processing, maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 3502). 

Safeguarding means measures or controls that are prescribed to protect information systems. 

(b)Safeguarding requirements and procedures. 

(1) The Contractor shall apply the following basic safeguarding requirements and procedures to protect covered contractor information systems. Requirements and procedures for basic safeguarding of covered contractor information systems shall include, at a minimum, the following security controls: 

(i) Limit information system access to authorized users, processes acting on behalf of authorized users, or devices (including other information systems). 

(ii) Limit information system access to the types of transactions and functions that authorized users are permitted to execute. 

(iii) Verify and control/limit connections to and use of external information systems. 

(iv) Control information posted or processed on publicly accessible information systems. 

(v) Identify information system users, processes acting on behalf of users, or devices. 

(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a prerequisite to allowing access to organizational information systems. 

(vii) Sanitize or destroy information system media containing Federal Contract Information before disposal or release for reuse. 

(viii) Limit physical access to organizational information systems, equipment, and the respective operating environments to authorized individuals. 

(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; and control and manage physical access devices. 

(x) Monitor, control, and protect organizational communications (i.e., information transmitted or received by organizational information systems) at the external boundaries and key internal boundaries of the information systems. 

(xi) Implement subnetworks for publicly accessible system components that are physically or logically separated from internal networks. 

(xii) Identify, report, and correct information and information system flaws in a timely manner. 

(xiii) Provide protection from malicious code at appropriate locations within organizational information systems. 

(xiv) Update malicious code protection mechanisms when new releases are available. 

(xv) Perform periodic scans of the information system and real-time scans of files from external sources as files are downloaded, opened, or executed. 

(2)Other requirements. This clause does not relieve the Contractor of any other specific safeguarding requirements specified by Federal agencies and departments relating to covered contractor information systems generally or other Federal safeguarding requirements for controlled unclassified information (CUI) as established by Executive Order 13556. 

(c)Subcontracts. The Contractor shall include the substance of this clause, including this paragraph (c), in subcontracts under this contract (including subcontracts for the acquisition of commercial items, other than commercially available off-the-shelf items), in which the subcontractor may have Federal contract information residing in or transiting through its information system.




ATTACHMENT B -  DATA PROTECTION, PRIVACY, AND SECURITY REQUIREMENTS



A. In addition to these and other privacy and security requirements to be identified in funded awards, the awardee must comply with the following: 



1. Safe Handling Requirements - The awardee must enforce the following information handling requirements for all confidential information: 

i. Limit access to confidential information only to persons satisfying personnel suitability determination requirements as prescribed in the suitability section of the award and who have received positive suitability determinations from SSA.

ii. Restrict access to confidential information to the minimum number of individuals who need to perform work under the award. 

iii. Process confidential information under the supervision of authorized personnel (i.e., manager who has received a positive SSA suitability determination and is familiar with proper handling requirements identified herein).

iv. Inform all personnel with access to confidential information of the nature of the information and required safeguards to protect it. 

v. Flow down the same safe handling requirements and all other privacy and security requirements (including but not limited to compliance monitoring; work product ownership and rights and data; and the data protection, privacy, and security requirements of this section) in the award to any subawardees that handle confidential information. 

vi. Explain to employees that they are responsible for protecting confidential information at all times, both on and off duty. Only permit employees to access the information they need to perform work under this award and disclose such information when authorized under this award. 

vii. Train employees to handle confidential information responsibly and remind them periodically of their responsibilities.

viii. Train managers to recognize situations where employees have failed to adequately safeguard confidential information by failing to secure it from theft, loss, or accidental disclosure.  If theft, loss, or accidental disclosure of PII occurs, document in accordance with 2352.224-2 – Protecting and Reporting the Loss of Personally Identifiable Information:  Responsibilities Concerning Individual Employees (DEC 2008) incorporated into this award.



2. [bookmark: _Toc436924162][bookmark: _Toc437606833]Transporting Confidential information Outside a Secure Area/Secure Duty Station - The awardee must enforce the following transporting requirements for all confidential information:

i. The awardee must ensure that confidential information must remain within in the United States, its territories or possessions, unless authorized by SSA.

ii. When transporting confidential information the awardee must secure and lock the materials in a locked trunk, brief case, or other lockable device during transport.  The awardee must ensure that this information is not left in the passenger compartment of any vehicle.

iii. After the employee reaches his/her intended destination, the employee must ensure that he/she does not leave confidential information in the vehicle but securely stores them at the destination in in a locking device such as a briefcase, safe, or other locked container.

iv. The awardee must ensure that confidential information, including electronic devices with such information on them, are not left out of the individual’s control while transporting them (this requirement may be subject to Transportation Security Administration regulations when traveling by air).

v. The awardee must educate employees and subawardees about which confidential information records can be taken off site and when they can be taken off site.  This includes any records and information on laptop computers or other electronic devices as well as paper files.

vi. [bookmark: _Toc436924163][bookmark: _Toc437606834]The awardee must have a system that tracks any confidential information records taken off site (for example, if an employee must take work home) to ensure their timely return to the office. 



3. Preventing Identity Theft - The awardee must:

i. Avoid leaving paper documents and records containing confidential information unprotected.

ii. Follow destruction procedures in Section VI(F) below.

iii. If SSA authorizes awardee to use either the Government Services Online (GSO) or an SSA provided VPN to securely transmit or receive confidential information, awardee employees needing access to GSO must register with GSO and obtain user accounts.  Should the awardee be unable to transmit data using GSO or an SSA-provided VPN, the awardee must use encrypted email to transmit communications containing confidential information, unless an alternative method of transmission is approved by SSA.  If there is the need to send confidential information via email, awardee must not send confidential information unless it is sent as an encrypted attachment to the email; none of the confidential information should be in the body of the email itself.  Awardee must send a separate email with the instructions/password on how the access the encrypted attachment. See encryption instructions in Section VI(C)(4) below.  Send reports and documents with confidential information via regular mail or send them to a secure FAX location.

iv. Ensure that all devices used to transmit, store, process, and receive confidential information are protected to ensure the security of such information.  All systems/devices must be password protected and have two-factor authentication.  Awardee must only use software and platforms approved by SSA to transmit, store, process, and receive confidential information.  No confidential information shall be stored or processed on removable media. 

v. Install firewalls, anti-spyware, and anti-virus software to protect its computers from hacking and keep this software up-to-date. 

vi. Use password protection and encryption software to protect confidential information from unauthorized access.  Choose a password that others cannot guess and change it frequently.  Peripheral data storage devices, such as CDs and flash drives, with records containing confidential information must be password protected and encrypted as well.  Password protect and encrypt confidential information stored on these devices both on and off the work site.  See encryption instructions in Section VI(A)(4) below.

vii. Encrypt files with confidential information before deleting them from a computer or peripheral storage devices.  This will ensure that unauthorized users cannot recover the files. 

viii. [bookmark: _Toc436924164][bookmark: _Toc437606835]Lock or log off the computer when leaving it unattended.



4. [bookmark: laptops][bookmark: removablemedia][bookmark: keymanagement]SSA prescribed standards or policies on encryption and password protection of portable electronics devices and removable media containing confidential information:

i. The awardee must be encrypt, using an encryption solution that complies with Federal Information Processing Standards (FIPS) 140-2, confidential information on mobile computers/devices and removable media.  

ii. The awardee must comply with the following requirements:

1. Encrypted files require a key length of nine (9) characters. The key (may also be called a password) must include both a number and a special character.  The key must be delivered in a manner that the key is not physically attached to the media, or shipped in the same package. 

2. Encryption-related information (such as keys) must be secured when unattended or not in use. 

3. Knowingly decrypting confidential information the awardee is unauthorized to view is strictly prohibited.

4. The encryption method employed must meet acceptable standards designated by the National Institute of Standards and Technology (NIST).  The encryption method to secure confidential information is the Advanced Encryption Standard (AES) with a minimum 128-bit cipher.  Those considering the use of other algorithms must submit a request for exception to the SSA Office of Information Security (OIS) through the SSA contact for this award. 

5. [bookmark: _Toc425945159][bookmark: _Toc425945486][bookmark: _Toc425945534][bookmark: _Toc425945572]All laptops that will process, store, transmit, or otherwise access confidential information must have full disk encryption that complies with current Federal Information Processing Standards (FIPS) Publication 140-2 requirements.



5. Protections for Confidential Information:

i. The awardee will access, use, and disclose confidential information only for the purpose of this project and as otherwise authorized in this agreement.

ii. The awardee must protect confidential information from unauthorized access, use, disclosure, and dissemination.  Disclosure of confidential information that constitutes PII must be consistent with the Privacy Act of 1974 and SSA’s privacy regulations, 20 C.F.R. Part 401.  The awardee must not disclose confidential information to any person or entity other than SSA without SSA’s written permission.  

iii. Only awardee employees (or subawardees, when applicable) that have received a favorable suitability determination from SSA may view confidential information.

iv. The awardee must advise all personnel having access to confidential information of the confidential nature of the information, safeguards required to protect such information and the civil and criminal penalties for non-compliance under applicable law.  

v. The awardee must protect confidential information stored on laptop computers or other mobile computing devices through the use of encryption software which complies with FIPS 140-2 and meets the AES-256 standard for strong encryption.  



6. System Security Authorization Requirements:

i. Location and Origin

1. The awardee and by extension all sub-awardee must not have any associations with foreign governments or entities that support international terrorism or have a “significant interest” to conduct SSA business per 10 U.S.C. § 2327.  The United States Department of State Bureau of Counterterrorism maintains a list of State Sponsors of Terrorism and a list of Foreign Terrorist Organizations. 

2. The awardee and by extension all sub-awardees must be located in the Contiguous United States (CONUS).  This includes but is not limited to the primary headquarters facility, physical location of all information systems, and geographical origin of software used in the execution of this cooperative award.  Upon request, the awardee shall provide the SSA with the specific address for the physical location of the facility hosting information systems relevant to the execution of this award, access to the hosting facility for inspection, and a list of all sub-awardee locations if deemed necessary. 

3. The awardee shall notify the SSA at least 30 days prior to moving its physical site and within 24 hours when the location of SSA data changes servers or devices.  The new location must meet or exceed SSA security requirements.

ii. System Security Authorization Process 

1. All information systems to be provided or utilized in any manner as part of this award that process, store, and/or transmit confidential information including personally identifiable information (PII)  must meet or exceed Federal information security standards explicated in the NIST (National Institute of Standards and Technology) publications under authority of the Federal Information Security Management Act (FISMA).  As such, the awardee shall follow the methodology defined in NIST Special Publication (SP) 800-37, Revision 1 (Feb 2010) (Updated 6/5/2014), Guide for Applying the Risk Management Framework to Federal Information Systems: a Security Life Cycle Approach, for implementing required security controls.

2. As part of the Risk Management Framework (RMF), the awardee will be required to perform functions and prepare documents for submission to SSA for approval.  In addition, the awardee will be required to provide third party, independent assessment(s) or self-assessments of the system(s) (third party assessments are required for systems categorized as moderate and above; self-assessments are acceptable for low categorized systems), as well as continuous monitoring of the system(s).  The awardee must receive concurrence from SSA prior to utilizing the system to process, store and/or transmit any SSA data.

3. Deliverables for this section of award include the following documents:

a. System Security Plan (SSP):  The SSP shall provide an overview of the security requirements, a description of the system security boundaries, and description of process for determining the categorization.  The SSP shall describe the security controls in place or planned for meeting the requirements of the categorization.  The plan shall provide sufficient information to understand the intended or actual implementation of each security control employed within or inherited by the information system.  The security plan also contains supporting appendices such as a risk assessment, privacy impact assessment, system interconnection agreements, contingency plan, security configurations, configuration management plan, incident response plan, and continuous monitoring strategy.  The SSP shall be completed in accordance with NIST SP 800-18 Rev. 1 Guide for Developing Security Plans for Federal Information Systems (Feb 2006).  A sample SSP is included in this NIST publication.

b. Security Assessment Report (SAR):  The security assessment report provides the results of assessing the security controls in the information system to determine the extent to which the controls are implemented correctly, operating as intended and producing the desired outcome with respect to meeting the system security requirements.  The security assessment report can also contain a list of recommended corrective actions.  This document is prepared by a independent third party assessor (unless the system is determined to be low, in which case a self-assessment is acceptable) and is submitted to SSA by the awardee. 

c. Plan of Action and Milestones (POA&M):  The POA&M describes the specific tasks that are planned to correct any weaknesses in the security controls noted during the assessment.  All security weaknesses identified during the security control assessment are documented in the SAR to maintain an effective audit trail.  The awardee shall prepare a POA&M for SSA based on the findings and recommendations in the SAR. The authorizing official uses the POA&M to monitor progress in correcting weaknesses identified during the security control assessment.  The POA&M shall identify: 

i. the tasks to be accomplished with a recommendation for completion either before or after information system implementation;

ii. the resources required to accomplish the tasks; 

iii. any milestones in meeting the tasks; and 

iv. the scheduled completion dates for the milestones. 

Draft versions of all of the above documents are due within 30 calendar days after the effective date of award.  Corrections to all documents are due within 10 calendar days after receipt of Government feedback.  Due dates for revisions after the initial concurrence from SSA are defined below under the “Monitor Security Controls” paragraph.

4. The following describes the actions required of the awardee in each phase of the RMF:

a. Categorize Information System - The awardee shall complete a Federal Information Processing Standard (FIPS) 199, (Feb 2004), Standards for Security Categorization of Federal Information and Information Systems. FIPS 199 and NIST SP 800-60 Volume 1, Revision 1:  Guide for Mapping Type of Information and Information Systems to Security Categories (Aug 2008) compliant security categorization, which identifies the sensitivity level of the information to be processed, stored, and/or transmitted by the system.  This process by which the categorization was performed shall be documented in the SSP in accordance with NIST SP 800-18 Rev 1 Guide for Developing Security Plans for Federal Information Systems (Feb 2006).

b. Select Security Controls - The awardee shall select security controls in accordance with NIST SP 800-53 Revision 4 (Updated Jan. 2015) or latest version, Recommended Security Controls for Federal Information Systems and Organizations, for protecting the applicable impact level information of the security categorization identified through the “Categorize Information Systems” process.  The awardee shall document the applicable security controls in the SSP in accordance with NIST SP 800-18 Rev 1 Guide for Developing Security Plans for Federal Information Systems (Feb. 2006).

c. Implement Security Controls - The awardee’s description in the SSP must show how the solution implements security controls in accordance with the designated categorization (FIPS 199) and the Minimum Security Requirements for Federal Information and Information Systems (FIPS 200) which requires the use of NIST SP 800-53 Rev 4 and NIST 800-53A Rev 4 or latest versions of both publications..  In accordance with NIST SP 800-18 Rev 1 Guide for Developing Security Plans for Federal Information Systems (Feb 2006), this shall include a thorough description of how all of the minimum security controls in the applicable baseline are being implemented or planned to be implemented.  The description shall contain:  1) the security control title, 2) how the security control is being implemented or planned to be implemented:  3) any scoping guidance that has been applied and what type of consideration; and 4) indicate if the security control is a common control and how it’s responsible for its implementation. 

d. Assess Security Controls - The awardee shall provide a third party to perform an independent assessment of all of the applicable security controls in accordance with NIST SP 80-37 Revision 1 for all moderate and above systems.  For systems categorized as “low,” the awardee may choose to perform a self-assessment.  The assessor shall prepare a Security Assessment Report (SAR).  The SAR shall provide the results of assessment of the security controls identified in the security plan to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the specified security requirements. The security assessment report shall also contain a list of recommended corrective actions for any weaknesses or deficiencies identified in the security controls (see description of SAR above).

i. The awardee shall prepare a Plan of Action and Milestone  (POA&M) based on the findings and recommendations in the SAR, that describes the specific measures planned: (i) to correct weaknesses or deficiencies noted in the security controls during the assessment; and (ii) to address known vulnerabilities in the information system (also see description of PO&AM) above.

ii. The awardee shall conduct a Triennial reassessment of the information system in which the awardee shall assess the validity of all current applicable security controls to include new security controls added through SP 800-53/53A revision changes as well as those added as a result of changes to the system.  A new a third party independent security assessment to test all current applicable security controls for moderate and above level systems shall be performed.  A new self-assessment for low categorized systems to test all controls shall be performed.  The awardee shall provide an updated SSP, SAR, and POA&M, and BPD (if applicable), within 30 days after the third year anniversary of the concurrence from SSA.  

e. Authorize Information System - Upon submission of the BPD, SSP, SAR, and POA&M, SSA will review the documents and provide concurrence, if SSA determines that there is sufficient evidence that FISMA security control requirements have been satisfied.  In the event that SSA does not grant the concurrence, SSA will provide detailed information about the corrections needed.  The awardee shall re-submit corrected required documentation within 10 calendar days after receipt of feedback from SSA. 

f. Monitor Security Controls - The awardee shall continuously monitor the status of implemented security controls and determine the security impact of proposed or actual changes to the information system and its environment of operation in accordance with NIST SP 800-137 Information Security Continuous Monitoring (ISCM) for Federal Information Systems and Organizations.  The awardee shall identify relevant information about specific changes to hardware, software, or firmware, such as version or release numbers, descriptions of new or modified features/capabilities, and security implementation guidance.  The awardee shall also identify changes to the environment (e.g., changes to hosting networks and facilities, mission/business use of the system, threats), or changes to the SSA risk management strategy.  The awardee shall use this information in assessing the potential security impact of the changes (i.e., security impact analysis).  



The security impact analysis should determine the extent to which system and environment changes affect the security state of the system.  Changes that affect the security state of the system can be changes that affect security controls currently in place, produce new vulnerabilities, or generate requirements for new security controls.  If the security impact analysis indicates that proposed or actual changes affect the security state of the system, corrective actions, to include a third party independent assessment (or self-assessment for low systems),  shall be performed and appropriate documents revised (e.g., SSP, SAR, POA&Ms, BPD).  



i. At least annually, the awardee shall assess a selected subset of the technical, management, and operational security controls employed within the information system to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system. The awardee shall select the subset to be tested. Testing must occur by an independent third party for moderate and above level systems. A self-assessment for low systems is acceptable.   



If no changes are identified in the information system through the annual assessment, the awardee shall submit a SAR for the subset testing that identifies the status of security controls tested.  If changes are identified, the awardee shall submit all revised applicable documents  (i.e., BPD, SSP, POA&M).  

ii. [bookmark: _Toc189970948]As part of the annual assessment process, the awardee shall review the SSP and revise as needed.  Revisions shall include updates as a result of the selected subset testing, as stated above, as well as changes that have occurred through the year to include any changes as a result of new revision releases of SP 800-53/53A.  These documents are due within 30 days after the anniversary of the concurrence from SSA, annually.  



iii. Existing security assessment results should be reused to the extent they are still valid and supplemented with additional assessments, as needed.  Reuse of assessment results is critical in achieving a cost-effective, fully integrated security program capable of producing evidence to determine the security status of the information system.  



7. Applicable Documents - The awardee can find the NIST publications referenced above and the following additional guidance for various parts of the FISMA compliance process at http://csrc.nist.gov/publications/PubsFIPS.html and http://csrc.nist.gov/publications/PubsSPs.html.  

i. Federal Information Processing Standard (FIPS) Publication (PUB) 199, Standards for Security Categorization of Federal Information and Information Systems  (Feb. 2004)

ii. FIPS Pub 200, Minimum Security Requirements for Federal Information and Information Systems (March 2006)

iii. NIST Special Publication (SP) 800-18 Rev. 1, Guide for Developing Security Plans for Federal Information Systems (Feb. 2006)

iv. NIST SP 800-30 Rev. 1, Guide for Conducting Risk Assessments (Sept. 2012)

v. NIST SP 800-37 Rev 1., Guide for Applying the Risk Management Framework to Federal Information Systems: a Security Life Cycle Approach (Updated June 2014)

vi. NIST SP 800-53 Rev. 4, Security and Privacy Controls for Federal Information Systems and Organizations (Updated Jan. 2015)

vii. NIST SP 800-53A Rev. 4, Assessing Security and Privacy Controls in Federal Information Systems and Organizations: Building Effective Assessment Plans (Updated Dec. 2014)

viii. NIST SP 800-60, Vol. 1, Rev. 1, Guide for Mapping Types of Information and Information Systems to Security Categories (August 2008)

ix. NIST SP 800-63-3, (Dec 2017),  Digital Identify Guideline

x. NIST SP 800-64, Rev. 2, Security Considerations in the System Development Life Cycle (Oct 2008)

xi. NIST SP 800-137, Information Security Continuous Monitoring (ISCM) for Federal Information Systems and Organizations (Sept. 2011)



B. The awardee will provide a Privacy Policy Notice (Notice) to all study participants in advance of collecting any participant’s information.  The Notice may be part of a study consent or may be a stand-alone notice.  The Notice must include what entity is collecting the information, an explanation that the collection is voluntary, how the entity intends to use the information, how the information may be disclosed or otherwise shared (including that information will be shared with SSA), and the effects of not sharing information.  The Notice can be provided orally or in writing prior to collection.  Where the Notice is provided orally, a written copy must also be made available to participants (e.g., website, mailing).  



C. The awardee must send its draft consent protocols, identity verification protocols, Privacy Policy Notice(s), and other draft privacy terms to SSA for approval, prior to use in this study.  SSA, in consultation with its Office of Privacy and Disclosure, must approve these protocols, notices, and terms prior to SSA’s disclosure of confidential information under this award.  Such drafts must be sent to SSA at least 30 days before SSA’s disclosure of confidential information for this study is scheduled to begin.  



1. When contacting SSA beneficiaries, the awardee and its subawardees will not disclose confidential information to individuals other than the subject of the record or the subject’s legal representative, when appropriate.  The above identity verification protocols must include protocols describing how the awardee and it subawardees will authenticate individuals whom they contact for this project, including any procedures for verification through LexisNexis or placebo calls and mailings; the specific data elements to be used and how such data will be used or disclosed; and any scripts for confirming a person’s identity when contacted via telephone.  SSA, in consultation with its Office of Privacy and Disclosure, must approve these protocols, procedures, and scripts prior to SSA’s disclosure of confidential information under this award.



D. When the awardee and its sub-awardees have no further need of confidential information or upon termination of this agreement, whichever occurs first, the awardee must securely destroy such information.  The awardee must certify to SSA within 15 days of the date of destruction that all confidential information has been destroyed in accordance with the terms of this modification.  A sample certification is contained in Appendix I.  If the awardee or its sub-awardees have a need to retain confidential information beyond this period, it must submit a written request to SSA explaining this need, what specific information will be retained, and how the information will be used and stored during this time.  SSA must approve any extended retention in writing.  









1. Method of Destruction of Confidential Information - The awardee must destroy confidential information in electronic form using one of the following methods.  Deleting files and then empting the Recycle Bin is NOT an adequate means of destruction.  Each of the following methods involves the use of software that will perform the destruction function or physical destruction of the equipment or media.

i. Overwrite (aka Clear) - Software overwrites the storage space on the media with non-confidential data. This process may include overwriting not only the logical storage location of a file(s) but also all addressable file locations.  The security goal of the overwriting process is to replace written data with non-confidential data.  The media being overwritten must be designed for multiple reads and writes, this includes disk drives, magnetic tapes, floppies, and USB flash drives.  The overwrite utility must completely overwrite the media with repetitive characters making the data unrecoverable. Reformatting the media does not overwrite the data.

ii. Degaussing - Degaussing is an authorized sanitization methodology for magnetic media such as disk drives, tapes, and floppies.  Degaussing must be performed with a certified tool designed for the media being degaussed.  The awardee must verify with SSA if the tool has been certified by SSA and is appropriate for use. Certification of the tool is required to ensure the magnetic flux applied to the media is strong enough to render the information irretrievable. Note:  Hard drives that are degaussed are no longer usable.

iii. Physical Destruction - Physical destruction is used when degaussing or over-writing cannot be accomplished (e.g., CDs, DVDs, damaged tapes, hard drives, damaged USB flash drive).  When physical destruction is employed, the specific manner of destruction must be approved by SSA.   Examples of physical destruction include shredding, pulverizing, and burning.  In cases where a PC, hard drive, or other storage device will be sent offsite for repair and its information must be retrievable, the employees or subawardee employees with access to such information must successfully undergo the SSA suitability process and be determined suitable prior to being provided equipment or media with confidential information.   

SSA follows the NIST SP 800-88 Revision 1 (Dec 2014) Guidelines for Media Sanitization as acceptable forms of media destruction.  In the event that another form of electronic file destruction is preferred, the awardee may request approval from SSA for the alternative form, but that form must be in accordance with NIST SP 800-88 Revision 1 and must be approved by SSA and it must be at no additional cost to SSA. 



2. Disposal, Donation, or Re-use of Information Technology (IT) Equipment - Prior to using for other purposes, disposing of, or donating IT equipment (e.g., example, disk drives, magnetic tapes,  CDs, DVDs, USB flash drives), the awardee  must sanitize or destroy all media in a manner that prevents unauthorized disclosure of confidential information using one of the methods identified above. 



3. Recordkeeping of Confidential Information Destruction - The awardee must maintain a record of all confidential information data destruction (paper and electronic).  Additionally, the awardee must ensure that each subawardee maintains adequate records of destruction of confidential information.  Documentation must identify what media were sanitized/destroyed, when they were sanitized/destroyed, how they were sanitized/destroyed, and the final disposition of the media/data.  A SAMPLE RECORD OF DESTRUCTION FOLLOWS:





The awardee must ensure that property management officials are included in documenting the media sanitization process in order to establish proper accountability of equipment and inventory control.  The documentation must be in accordance with NIST SP 800-88 Revision 1 Section 4.8.  The awardee must ensure that each subawardee has included property management personnel in the media sanitization process as well.



The awardee must allow SSA to view confidential information destruction/sanitization records pertaining to data received, collected, or otherwise obtained under this award at any time.  SSA will provide at least 48-hour notice of intent to view records.



E. For any issues/questions regarding privacy, retention, destruction, or systems and security requirements, the awardee should contact SSA immediately for clarification, guidance, or for further discussion.



APPENDIX I - Sample Certification of Destruction of Confidential Information.docx
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S ample  Certification of Destruction of  Confidential  Information     On behalf of __(insert  awardee   name)_____, I certify that all  confidential information   that must  be destroyed in accordance with the terms of  award   _______(insert  award   number)_____(hereinafter ref erred to “the  award ”) has been destroyed in accordance with the  destruction methods identified in the  award   for the period of  _________(insert period  covered)___.    This certification includes all sub awardees   performing under the  award   as well.          ____ __________         ________   Signature           Date     ______________   Name and Title                __________________________________________________________   Awardee   Name & Address  






Microsoft_Word_97_-_2003_Document.doc


Sample Certification of Destruction of Confidential Information



On behalf of __(insert awardee name)_____, I certify that all confidential information that must be destroyed in accordance with the terms of award _______(insert award number)_____(hereinafter referred to “the award”) has been destroyed in accordance with the destruction methods identified in the award for the period of  _________(insert period covered)___.    This certification includes all subawardees performing under the award as well.   




______________



________




Signature




Date




______________




Name and Title 








__________________________________________________________




Awardee Name & Address








image2.emf

Destruction form.doc




Destruction form.doc

Media Full Sanitization/Destruction Form



			1. Media Description:  FORMCHECKBOX 
CD/DVD  FORMCHECKBOX 
USB    FORMCHECKBOX 
Hard Drive   FORMCHECKBOX 
Other:_______________








			2. Reason for Full Sanitization or Destruction:









			
3. Information Type or Classification of Information on Media:



 FORMCHECKBOX 
 Public Information                                               FORMCHECKBOX 
 SSA SBU or CUI



 FORMCHECKBOX 
 Presonally Identifiable Information (PII)         FORMCHECKBOX 
 For Official Use Only (FOUO)



 FORMCHECKBOX 
 Other: ___________________________________________________









			
4. Media Owner:



 FORMCHECKBOX 
 Name_____________________________________________________

 FORMCHECKBOX 
 Site or Office: ________________________________________________









			
5. Approved Sanitization or Destruction Method used: (see NIST Special Pub. 800-88 Guidelines for Media Sanitization)


 FORMCHECKBOX 
 Overwrite Software                                  FORMCHECKBOX 
Deguassing Tool



 FORMCHECKBOX 
 Wipe/Erase Software                               FORMCHECKBOX 
 Physical Destruction               FORMCHECKBOX 
 Other_______________








			6. Comments:









			





			
7. I (the undersigned individual/witness) certify that all the media has been fully sanitized or destroyed to prevent the access to information that use to be retained on the media. I certify that I have followed the procedures provided by the ISSO to complete this process.





			Individual:


			
Director (or Designate)


			


			





			


			Name (print and sign)



			


			Date





			Witness:


			Staff or Administrator


			


			





			


			Name (print and sign)


			


			Date





			


			


			


			





			ISSO:
(or Alternate)


			
Information System Security Officer (ISSO)


			


			





			


			Name (print and sign)


			


			Date
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