The Department of Homeland Security (DHS)
Notice of Funding Opportunity (NOFO)

Terrorism and Targeted Violence Research and Evaluation



Contents

00 T =] o RN 2
[\ T ] 20 =Y 1T o] F- =TSN 5
A. oY= L Ta o J D LT ol 4] ] 4 o I PPN 5
O LT =Y - YU SPPRNS 5
2. AsSiStance LiStiNgS NUMDET .......c et e e e e e et re e e e e e e e arbte e e e e e e e esanrraaeeaaeas 5
3. ASSISTANCE LiStiNGS Title . cuuriiiiiiiiieiiie et e e e e e et ae e s s nbae e e e nraeeeeanees 5
4. FUNIiNG OPPOItUNILY Titl...uiiiiciiei it e e e e e e e e et ae e e eatee e s sabaee e e snbaeeeennens 5
5. Funding Opportunity NUMDET ....cocciiiiiiie et et ee e e e e e ebee e e e eatee e e e rteeeeenreeas 5
6. Authorizing AUthOrity fOr PrOSram ......cccueii ittt et e e e etee e e ate e e e eaneeas 5
7.  Appropriation Authority fOr Program ........ooiiiiiei i e e et e e e e nrr e e 5
8. ANNOUNCEMENE Ty PO it ana e e bennnnnennrnne 5
9. Program Overview, Objectives, and Prioriti€s .......cccccevciiiiiiiiiic et 6
10. Performance IMIBASUIES..........eiuiiiieieete ettt ettt st sttt sttt b e s b e bt e s b e e sbeesaeesaeesane e 11
A. Federal Award INfOrmation..........eeeeiiiiiiiiiiiniieiiiiicnere e 12
1. Available Funding for the NOFO: $9,513,943 .....oooviiiieieeteeeteeereeetee e eteeeeeeveeveeveeveeveenteenreens 12
2. Projected number of Awards (Optional)i.......ceeieiiiieiciiie e e e 12
3. Period Of PerfOrmManCe: ... ..o it sttt s esne e e sanes 12
4. Projected Period of Performance Start Date(S): . ..cceeeceeereeeiiieciee e eee e et e e e 12
5. Projected Period of Performance ENd Date(S): . cciccuueeiiciieeiiiiieeeciieee ettt eree e eevne e 12
6. Funding Instrument Type: Grants or Cooperative AGreemeNnts ........ceeeecveeeeiiieeeeiiireeeecneeeeeseenee e 12
B. Eligibility INfOrmMation .......cceeeeeeiiiiiiieeicccccrrrecrcc s re e s s s e s e e e snas s s s s s s e s ennasssssssseseennnnnnnnns 12
I 1 1741 o LAY o o [ ot o1 SRR 12
R N o] o N Tor=Y ol o 1 F=q] o 11 L VA O g (= - [ USSR 13
B 0 1 o [T ol =41 o 11 L1 AV @ 1 =T o - [ URSPNE 13
B 0o 1 ] s 1 o T 1Y/ - | ol VO PSRRI 14
C. Application and Submission INformation ............cceeeeeeeeiiiiiiiicrrcccerr e e enee 14
3 (VA B T 1 { =TT o I I o =T3P 14
2.  Agreeing to Terms and Conditions of the AWard...........cccueeiei i 14
3. Address to Request Application PACKage.......ccuveiiiciiiiiiiiiie ettt e e 14
4. Steps Required to Submit an Application, Unique Entity Identifier, and System for Award
Y T aFe =t o oLt o Al (Y A 1Y SR 15

Page 2 of 31



L ® N o WU

11.
12.

Yot oY oY ol D11 [ V7= Y AU 15

How to Register to Apply through Grants.gOV.......ei i e 15
How to submit an Application to DHS Via GrantS.Z0V .....cccuuveeeeeieiiiiiiiiee e eecciiiieee e e e eeerrae e e e e e e e e 17
Timely Receipt Requirements and Proof of Timely SUbmMission .........cccccevvciieiiicieicicciec e 18
Content and Form of Application SUBMISSION .....cccuiiiiiiiiii e e 19

Other SUbMISSION REQUITEMENTS .. ..uviiiiiiiiie ettt ettt e e e e e re e e e sara e e e e ebe e e e snreeeesaneeas 20

Funding Restrictions and Allowable COStS .....cccvuiiiiiiii i 22

AllOWADIE COSES ..ttt st s e bt e s e e s bt e sne e e ssreesareesneeesnreesareeeas 22
Application Review INformation ..........ccceeeeiiiiiiiiiiiiniiiiniiiniceeensessesnssesssssssssessssesnes 23
Application EValuation Criteria .......uiiccviei ittt sre e s e s e e s e s beae e e sareeas 23
ReVIEW aNd SEIECTION PrOCESS .......iiiietieieeiterie ettt sttt et r e b e sreesaeesanesane e 25
Federal Award Administration Information ..........cccccvvveieiiiiiiiiiiiiieiice e 25
INOTICE OF AWAI ...ttt e e bt e s bt e sbe e s heesatesabesabeebeebeebeenneen 25
Administrative and National Policy ReQUIremMents ..........ccceeiieeiiiieeii et 25
(0=] oTo] 4 A1 oY <SSO PSP PP PO PPTUPPPPNY 25
DHS Awarding Agency Contact INformation ........ccccceeiiiiiiiiiinniiiiiiniineeniieeeeessenes 28
Contact and Resource INformation.........coueiueriiiiiniieeeece ettt 28
Other INformation ......cccceiiiiiiiiii s 28
Period of Performance EXEENSIONS. .......oouiiiieieeieesee sttt ettt sb e st e st e sae e st e saeeeaneeas 29
FEMA Financial Assistance Programs for Infrastructure.........cccccoueeeieciiee e e 29

Page 3 of 31



FY 23 DHS HO NOFO Template Updates

# | Section Page # Header

I | A10 7 Program Overview, Objectives, and Priorities

2 [ Aldl 8 Performance Measures

3 |B.1 8 Available Funding for the NOFO

4 | B.7.a/b 9-11 Cooperative agreements/Grants

5 |C1 12 Eligible Applicants

6 | C.2 13 Applicant Eligibility Criteria

7 | C3 13 Other Eligibility Criteria/Restrictions

8 | D.1.b 14 Application Submission Deadline

9 | D.l.e 16 Other Key Dates

10 | D.4 17 Unique entity identifier and System for Award
Management
Steps Required to Submit an Application, Unique

11| D.S.a 17 Entity Identifier, and System for Award Management
(SAM)
Steps Required to Submit an Application, Unique

12 | D.5.b 17 Entity Identifier, and System for Award Management
(SAM)

13 | D.7.a.1 19 How to Register to Apply through Grants.gov

14 | Ela )5 Ap.pllc.atlon Evaluation Criteria, Programmatic
Criteria

15 | E.1.b 25 Financial Integrity Criteria

16  F.8 31 Reporting, Program Evaluation

17 | H.2.a 32-35 Additional Information, BABA

Disclaimer: Agency specific content may vary from DHS HQ Template

Page 4 of 31




NOFO Template

All entities wishing to do business with the federal government must have a unique entity
identifier (UEI). The UEI number is issued by the SAM system. Requesting a UEI
(Sam.gov information can be found at: https://sam.gov/content/entity-registration.

Grants.gov registration information can be found at:
https://www.grants.gov/web/grants/register.html.

A. Program Description

1. Issued By
U.S. Department of Homeland Security (DHS), Science and Technology Directorate
(S&T)

2. Assistance Listings Number
97.108

3. Assistance Listings Title
Homeland Security, Research, Testing, Evaluation, and Demonstration of Technologies

4. Funding Opportunity Title
Terrorism and Targeted Violence Research and Evaluation

5. Funding Opportunity Number
DHS-ST- 23-108-FRO1

6. Authorizing Authority for Program

6 U.S. Code § 188(b)(C) — Conduct of research, development, demonstration, testing and
evaluation

7. Appropriation Authority for Program

Department of Homeland Security Appropriations Act, 2021, Pub. L. No. 116-260,
Division F, Science and Technology Directorate, Research and Development

Department of Homeland Security Appropriations Act, 2022, Pub. L. No. 117-103,
Division F, Title IV, Research, Development, Training & Services

Department of Homeland Security Appropriations Act, 2023, Pub. L. No. 117-328,
Division F, Title IV, Research, Development, Training & Services.

8. Announcement Type
Initial

Page 5 of 31


https://sam.gov/content/entity-registration
https://www.grants.gov/web/grants/register.html

9. Program Overview, Objectives, and Priorities
a. Overview

The U.S. Department of Homeland Security (DHS), Science and Technology Directorate
(S&T) is the science advisor to the Secretary and serves as the research and development
arm for the Department. S&T’s mission is to enable effective, efficient, and secure
operations across all homeland security missions. S&T management of multi-disciplinary
social science, engineering, and technology R&D efforts are done to ensure that the
advancements in science and technology are harnessed for solutions to address
fundamental policy and operational challenges. Preventing acts of terrorism and targeted
violence requires a whole of society approach and is part of Goal 1 of the DHS Strategic
Plan. S&T supports this mission by conducting evidence-based research and evaluation to
understand an evolving threat landscape. To support this mission, S&T conducts social,
behavioral, and economic science research to (a) support our understanding of individual
and organizational motives for engaging in, and disengaging from, violent extremism; (b)
develop and assist locally tailored interventions with local partners; and (c) evaluate the
implementation and effectiveness of terrorism prevention activities and policies.

S&T is committed to the protection of privacy, civil rights, and civil liberties in all performed or
supported research. S&T expects recipients of S&T funding to share this commitment.
Therefore, funding under this notification will not be used to support the collection,
maintenance, use, or dissemination of individuals’ personally identifiable information based on
the content of their speech and how they express themselves non-violently, their associations,
how and whether they choose to worship, and how they choose to non-violently express their
concerns or positions to government. Accessing (viewing or examining) such personally
identifiable information but not collecting, maintaining, using, or disseminating it is permissible.
Similarly, event or activity information that does not include personally identifiable information
is permissible. Non-violent forms of political activism and the political views held by individuals
or groups may not provide the basis for collecting personally identifiable information. Funded
efforts are required to anonymize any data collected to protect individual privacy. Before any
data collected as part of this research is archived or publicly released the recipient should
conduct a review to ensure that there is no personally identifiable information, and that no
secondary personally identifiable information may be used to unmask research participants
identity.

S&T is committed to upholding ethical standards in the design, development, and use of
artificial intelligence/machine learning systems and expects funding recipients to share this
commitment. These ethical standards are based on the Blueprint for an Al Bill of Rights, which
instructs that individuals should:

1) Be protected from unsafe or ineffective systems;

2) Not face discrimination by algorithms, and systems should be used and designed in an

equitable way;
3) Be protected from abusive data practices via built-in protections and should have agency

over how data about them is used;
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4) Know that an automated system is being used and understand how and why it
contributes to outcomes that impact them; and

5) Be able to opt out, where appropriate, and have access to a person who can quickly
consider, and remedy problems individuals encounter.

Social, behavioral, and economic science research is critical for DHS in developing a
scientific understanding of how individuals, small groups, and organizations affect
prevention, deterrence, threats, targeted violence, interventions, response, resilience,
security, and recovery activities. Knowledge of how human beings behave in—and
interact with—the various socio-economic contexts they inhabit is an essential
component of promoting multi-disciplinary research. These challenging tasks require
access to a broad set of expertise drawn from the fields of psychology, economics,
criminology, political science, sociology, biostatistics, computer science, and other
disciplines. Knowledge and findings from this research will be translated into easily
digestible products for federal, state, local, and community-based organizations to enable
education and awareness to reinforce a whole-of-society prevention approach. These
efforts will equip and empower local terrorism and prevention stakeholders, such as
family members, bystanders, teachers, community leaders, community-based
organizations and law enforcement, with the knowledge they need to recognize
concerning behavior and to take the necessary steps to minimize a threat as it evolves.

b. Objectives:

S&T seeks to support foundational research that contributes to advancing the state of the
science through novel, nuanced, innovative and rigorous scientific inquiry using diverse
and non-traditional strategies. This notice of funding opportunity (NOFO) aims to:

1. Conduct basic and applied research to improve our understanding of how and why
individuals radicalize to violence, mobilize to violence, and disengage from
violence using diverse and non-traditional research strategies from a multi-
disciplinary perspective.

2. Understand the efficacy of non-government, online interventions to prevent, deter,
or otherwise mitigate negative outcomes and harms related to online behaviors as
they are related to Homeland Security missions. Please note that any activities
conducted for research purposes must include an independent and objective
evaluation component to understand outcomes and, if possible, impacts of
interventions that are measurable and repeatable.

3. Ensure key stakeholders such as federal, state, local, tribal, and territorial partners,
community-based organizations, violence prevention practitioners, and members
of the public have the knowledge and tools required to support the
implementation of effective prevention and intervention programming.
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This NOFO will prioritize investigations of historical terrorist and targeted violence acts,
events, and movements that occur within the United States and its territories, or that
targets its citizens specifically. The focus of this NOFO is to advance the understanding
of behaviors and motivations to engage in terrorist or targeted violence activities, to
inform greater understanding and provide situational awareness regarding terrorist
movements, and to inform the creation of prevention, diversion, and rehabilitation
strategies for those involved. Proposals focused on traditional counter terrorism or state-
sponsored adversarial behaviors will not be prioritized. Proposals that seek to predict
future patterns of behavior or threats will not be prioritized.

Through this solicitation, S&T aims to conduct foundational research that has the
potential to contribute to the development of evidence-based policy, programs and
technologies in support of the DHS Countering Terrorism and Targeted Violence
Strategic Framework (CTTV), specifically Goal 3, and the White House National
Strategy for Countering Domestic Terrorism, specifically Goals 1 and 2.

c. Priorities

(i) Research to Understand Trends, Nature, Causes, and Correlates in
Terrorism and Targeted Violence in the United States.

DHS has a clearly articulated need to understand the nature of threats posed by
targeted violence, the incidence and prevalence of targeted violence, and the factors
that influence targeted violence in the United States. This has been reiterated in both
the CTTV Framework and in the White House National Strategy for Countering
Domestic Terrorism. Our nation’s capacity to respond to terrorism and targeted
violence depends on our ability to understand these phenomena as they occur and to
adapt our understanding as trends evolve. In today’s environment, threat actors are
motivated by a diverse range of motivations including violence, racial, ethnic,
political, religious, anti-government, societal, financial, or personal grievances. The
focus of this priority area is to improve knowledge and understanding of trends,
tactics, techniques, and procedures used by perpetrators of targeted violence and
terrorism. DHS is interested in answering these research questions:
¢ What motivates instances or trends of targeted violence among groups,
organizations, or individuals? Are there related causes or correlates of these
trends based on the characteristics of perpetrators, targets, or other variations
among these events?
e What are the risks, vulnerabilities, or protective characteristics of individuals
radicalized to violence?
e What characteristics are common among terrorism and targeted violence
incidents in the United States?
The goal of this priority area is to develop empirical evidence and knowledge about
mobilization to or material support of terrorism and targeted violence while creating
resources that are accessible to the public and provide critical insights on key
questions about historical patterns of terrorism and targeted violence. This research
has the potential to increase our understanding of the most important factors that may
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prevent radicalization to violence, intervene to prevent an incident of targeted
violence, develop effective interventions for those already in the process of
radicalization, and mitigate the impacts of extremist violence. This priority area is in
support of objective 1 in section 9b.

(ii) Research on the Implementation of Evidence-Based and Best Practices in
Terrorism Prevention and Intervention Research

As the field of terrorism research makes strides in developing prevention and
intervention programs, DHS must take a leadership role in developing research
informed implementation guidance for our community partners as we learn more
about evidence-based practices, practitioner-based knowledge, and best practices.
The field has grown in our understanding of the threats, risks, and vulnerabilities
associated with a range of targeted violence and terrorism incidents. This knowledge
is available in various domains of study, such as, criminology, industrial
organizational psychology, community psychology, political science, economics etc.
However, more research is needed to translate that knowledge into actionable
prevention and intervention practices and/or programs that can be easily adapted by
local community partners and evaluated.

The goal of this priority area is to bridge the gap between research and practice in
terrorism research by applying the principles of implementation science.
Implementation science is the scientific study of methods to promote the systematic
uptake of research findings and other evidence-based practices into routine practice in
real world settings and therefore improve the quality and effectiveness of prevention
programming. Implementation studies employ mixed method quantitative and
qualitative designs to identify factors that impact the uptake of research findings.
While implementation studies may have components of program evaluation, the focus
of these studies should be on identifying the barriers to implementation of research
knowledge and the development of strategies to overcome these barriers in real world
community-based settings.

DHS seeks applicants who propose novel, nuanced, and innovative methods for
gathering knowledge from the academic literature, gray literature, government
reports, practice-based knowledge, and expertise from counter terrorism practitioners
and related communities of interest and the like. This knowledge should then be
translated into implementable pilot projects or evaluability assessments to be
undertaken with a practitioner/community-based partner. Through this priority area,
DHS aims to apply existing knowledge from disparate areas of study to advance
implementation research in prevention and intervention of terrorism and targeted
violence through the identification, translation and implementation of insights,
evidence, methodology, and knowledge from research. This research has the potential
to bridge the gap between research and practice in terrorism prevention by sharing the
knowledge and expertise to inform current research on targeted violence and
terrorism prevention. This priority area is in support of objective 3 in section 9b.
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(iii) Research Applying Computational Social Science to Homeland Security
Needs

According to the National Academy of Sciences:
The contributions of SBS [social and behavioral science] research will be vital to
the capacity of the United States to react effectively to future risks. Ongoing SBS
work is illuminating, for example, the nature of social networks and complex
systems, protections against social cybersecurity threats, evolving ways
adversaries influence hearts and minds, and the ways individuals are drawn into
radicalization and extremism.”!
Current research and data reveal that radicalization to violence is increasingly
happening within intricate social networks and ecosystems that are difficult to model.
Computational social science serves as a multidisciplinary, and multi-method tool to
better model human behavior using modern computational tools such as artificial
intelligence and machine learning. DHS seeks research to apply these methods to
homeland security needs. The goal of this priority area is to explore the application
of novel computational social science methods to enduring terrorism and targeted
violence problem sets. DHS is interested in applying these methods to already
collected and de-identified data sets and/or synthetic data sets and environments.
Applicants must demonstrate the clear and compelling application of these tools
towards explaining radicalization to violence and targeted violence. This objective
will rely on robust data collection from both mainstream and emerging platforms to
provide insights on emerging violent narratives. This priority area is in support of
objective 1 and 2 in section 9b.

(iv) Analysis of Online Intervention Programs

Strategic Goal 2.2 of the National Strategy for Countering Domestic Terrorism states
a need to “Address online terrorist recruitment and mobilization to violence by
domestic terrorists.” Recruiting and mobilizing individuals to violence is increasingly
happening online through communications platforms including social media, online
gaming platforms, file-sharing sites, and peer-to-peer platforms. While much of this is
happening online, there is a lack of research on online interventions designed to
address radicalization to violence online. The goal of this priority area is to
understand the efficacy of non-government, online interventions to prevent, deter, or
otherwise mitigate the negative outcomes and harms related to online behaviors as
they are related to Homeland Security missions (i.e. human trafficking, targeted
violence, child exploitation, illegal immigration, or terrorism). DHS is dependent on
voluntary participation of digital industry partners, small businesses and NGO’s that
invest in these interventions, to help us understand the relationships between online
and offline behavior. This priority area seeks to research the efficacy of these

! National Academies of Sciences, Engineering, and Medicine. 2019. A Decadal Survey of the Social and
Behavioral Sciences: A Research Agenda for Advancing Intelligence Analysis. Washington, DC: The National
Academies Press. https://doi.org/10.17226/25335.
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programs and methods. Any programmatic activities conducted for research purposes
must include an independent and objective evaluation component to understand
outcomes and, if possible, impacts of interventions that are measurable and
repeatable. The research funded under this priority area has the potential to increase
our understanding of the efficacy and impact of online interventions as a tool. This
priority area is in support of objective 2 and 3 in section 9b.

10. Performance Measures

1. The number of publications produced (e.g., peer reviewed, non-peer reviewed,
presentations, etc.) and shared with the public.

a.

Description: This measure pertains to the number of transitions of knowledge
products as completed per DHS S&T guidelines. A successful transition is the
dissemination of a knowledge product to the public. Knowledge products may be
assessments, standards, training, or documents for decision support. The transition
of knowledge products reflects the value that S&T provides in delivering
solutions to advance the publics’ knowledge and awareness to the drivers of
terrorism and targeted violence.

Data Sources: Knowledge product(s) added across all performers that are
disseminated to the Homeland Security Enterprise and the public.

Data Reliability Check: DHS PM, and/or a Subject Matter Expert reviews the
data submitted by performer(s).

2. Execution of the research design and protocols to ensure research goals and objectives
were achieved on schedule and on budget, as outlined in the research proposal.

a.

b.
C.

Description: This measure indicates how successful a performer will be in the
execution of research and project management practices.

Data Sources: Quarterly Performance reports, Research Plan

Data Reliability Check: DHS PM, and/or a Subject Matter Expert reviews the
data submitted by performer.

3. The number of expanded or new partnerships created with other sectors (e.g.,
international, interagency, academic, private sector and prevention researchers and
practitioners) that are funded through this grant.

a.

Description: This measure indicates how the grant award(s) has built capacity by
growing the evidence base by expanding the pool of TVTP researchers and
practitioners.

Data Sources: Quarterly Performance reports, Research Plan

Data Reliability Check: DHS PM, and/or a Subject Matter Expert reviews the
data submitted by performer.
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A. Federal Award Information

1. Available Funding for the NOFO: $9,513,943

Target award amount for each Priority is listed below. These amounts are not a minimum
or maximum award, but if the applicant requests an amount that significantly deviates
from the target award amount for each Priority, DHS will require the applicant to include
a detailed justification.

Priority (i) - $3,513,943

Priority (ii) - $2,000,000
Priority (iii) - $2,000,000
Priority (iv) - $2,000,000

2. Projected number of Awards (Optional):
TBD

3. Period of Performance:
24 months. Extensions to the period of performance are allowed. For additional

information, please refer to Section H of this NOFO.

4. Projected Period of Performance Start Date(s):
06/01/2023

5. Projected Period of Performance End Date(s):
05/31/2025

6. Funding Instrument Type: Grants or Cooperative Agreements

B. Eligibility Information

1. Eligible Applicants

Nonprofit with 501C3 IRS Status (Other than Institution of Higher Education)
Nonprofit without S01C3 IRS Status (Other than Institution of Higher Education)
Private Institution of Higher Education

For-Profit Organization (Other than Small Business)

Small Business

Hispanic-serving Institution

Historically Black Colleges and Universities (HBCUSs)

Tribally Controlled Colleges and Universities (TCCUs)

Alaska Native and Native Hawaiian Serving Institutions

Non-domestic (non-US) Entity

TP @ o a0 o
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2. Applicant Eligibility Criteria
To be eligible for this program, must meet the below requirements:
a. Applicants must not be a government organization.

b. National laboratory employees may participate in planning, conducting, and analyzing
the activities directed by the applicant, but may not direct projects on behalf of the
applicant organization.

c. The standards organization may provide funds through its assistance agreement with
DHS to an FFRDC for project-specific, non-federal research personnel, supplies,
equipment, facilities, data, and other expenses directly related to activities under this
cooperative agreement.

d. Federal agencies may not apply. Federal employees are not eligible to serve in a
principal leadership role on a grant or cooperative agreement and may not receive
salaries or in other ways augment their agency's appropriations through awards made by
this program.

1. Nonetheless, federal employees may interact substantively with recipients in the
form of cooperation.

i1. Cooperation involves consulting on the planning, management, and
coordination of standards organization and/or information sharing and analysis
organization activities, sharing or comparing information, indicators, samples,
equipment, facilities, data, models, or other support during the conduct of the
standards development and related activities in which the interaction is substantial
and requires the award of a cooperative agreement, rather than a grant.

iii. Substantial involvement occurs when the collaboration or cooperation of a
federal employee or facility is necessary to achieving the overall goals of the
activities supported by this cooperative agreement.

3. Other Eligibility Criteria
Privacy, Civil Rights, and Civil Liberties: Proposed projects shall not infringe on
individual privacy, civil rights, and civil liberties. Applications shall describe any
potential impacts to privacy, civil rights, and civil liberties and ways in which applicants
will prevent or mitigate those impacts and administer their projects in a
nondiscriminatory manner. Applications that describe programs, projects, or activities
that do not appropriately protect privacy, civil rights, or civil liberties will be deemed
ineligible for funding.

DHS will not consider multiple applications from a single organization serving as the
lead. If more than one application is submitted by a single organization as the lead, the
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later in time will be considered, unless the later application clearly indicates a unique role
for that organization, other than as lead for this activity.

4. Cost Share or Match

A cost share or match is not required.

C. Application and Submission Information

1. Key Dates and Times

a. Application Start Date:

05/04/2023

b. Application Submission Deadline: 06/21/2023 at 05:00:00 PM ET

All applications must be received by the established deadline. If the due date
falls on a Saturday, Sunday, or federal holiday, the reporting package is due the
next business day. Applicants experiencing technical problems outside of their
control must notify S&T as soon as possible and before the application
deadline. Failure to timely notify S&T of the issue that prevented the timely
filing of the application may preclude consideration of the award. “Timely
notification” of S&T means: prior to the application deadline and within 48
hours after the applicant became aware of the issue.

¢. Anticipated Award Date:

No later than 06/01/2023

d. Other Key Dates (If applicable)

Event

Suggested Deadline for Completion

Initial Registration at SAM.gov (includes
UEI issuance)

Four weeks before actual submission deadline

Obtaining a valid EIN

Four weeks before actual submission deadline

Updating SAM registration

Four weeks before actual submission deadline

Starting application in Grants.gov

Two weeks before actual submission deadline

2. Agreeing to Terms and Conditions of the Award

By submitting an application, applicants agree to comply with the requirements of this
NOFO and the terms and conditions of the award, should they receive an award.

3. Address to Request Application Package
Applications will be processed through the Grants.gov portal. Application forms and
instructions are available at Grants.gov. To access these materials, go to
http://www.grants.gov. Hard copies of the NOFO can be downloaded from the portal or
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obtained via email from the Awarding Office points of contact listed in Section G of this
NOFO.

4. Steps Required to Submit an Application, Unique Entity Identifier, and System for
Award Management (SAM)

To apply for an award under this program, all applicants must:

Have an account with https://login.gov/

Register for, update, or verify their SAM account and ensure the account is active and
Employer ID Number (EIN) before submitting the application.

Create a Grants.gov account.

Add a profile to a Grants.gov account.

Establish an Authorized Organizational Representative (AOR) in Grants.gov.

Submit application in Grants.gov.

Continue to maintain an active SAM registration with current information, including
information on a recipient’s immediate and highest-level owner and subsidiaries, as
well on all predecessors that have been awarded a federal contract or grant within the
last 3 years, if applicable, at all times during which it has an active federal award or
an application or plan under consideration by a federal awarding agency.

o e

@ o Ao

Applicants are advised that DHS may not make a federal award until the applicant has
complied with all applicable SAM requirements. Therefore, an applicant’s SAM
registration must be active not only at the time of application, but also during the
application review period and when DHS is ready to make a federal award. Further, as
noted above, an applicant’s or recipient’s SAM registration must remain active for the
duration of an active federal award. If an applicant’s SAM registration is expired at the
time of application, expires during application review, or expires any other time before
award, DHS may determine that the applicant is not qualified to receive a federal award
and use that determination as a basis for making a federal award to another applicant.

The Standard Language for Using Grants.gov to Apply is provided to aid in fulfilling
these requirements (if applicable), based off of
https://www.grants.gov/web/grants/grantors/grantor-standard-language.html.

5. Electronic Delivery

DHS is participating in the Grants.gov initiative to provide the grant community with a
single site to find and apply for grant funding opportunities. DHS encourages or requires
applicants to submit their applications online through Grants.gov, depending on the
funding opportunity.

6. How to Register to Apply through Grants.gov

a. Instructions: Registering in Grants.gov is a multi-step process. Read the instructions
below about registering to apply for DHS funds. Applicants should read the
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registration instructions carefully and prepare the information requested before
beginning the registration process. Reviewing and assembling the required
information before beginning the registration process will alleviate last-minute
searches for required information.

The registration process can take up to four weeks to complete. Therefore,
registration should be done in sufficient time to ensure it does not impact your ability
to meet required application submission deadlines.

Organizations must have a Unique Entity Identifier (UEI) Number with an active
System for Award Management (SAM) registration, and Grants.gov account to apply
for grants. If individual applicants are eligible to apply for this grant funding
opportunity, then you may begin with step 3, Create a Grants.gov account, listed
below.

Creating a Grants.gov account can be completed online in minutes, but SAM
registration may take several weeks. Therefore, an organization's registration should
be done in sufficient time to ensure it does not impact the entity's ability to meet
required application submission deadlines. Complete organization instructions can be
found on Grants.gov here:
https://www.grants.gov/web/grants/applicants/organization-registration.html.

1) Register with SAM: All organizations applying online through Grants.gov must
register with the System for Award Management (SAM). Failure to register with
SAM will prevent your organization from applying through Grants.gov. SAM
registration must be renewed annually. Organizations will be issued a UEI
number with the completed SAM registration.

For more detailed instructions for registering with SAM, refer to:
https://www.erants.ecov/web/grants/applicants/organization-registration/step-2-
register-with-sam.html.

2) Create a Grants.gov Account: The next step is to register an account with
Grants.gov. Follow the on-screen instructions or refer to the detailed instructions
here: https://www.grants.gov/web/grants/applicants/registration.html.

3) Add a Profile to a Grants.gov Account: A profile in Grants.gov corresponds to a
single applicant organization the user represents (i.e., an applicant) or an
individual applicant. If you work for or consult with multiple organizations and
have a profile for each, you may log in to one Grants.gov account to access all of
your grant applications. To add an organizational profile to your Grants.gov
account, enter the UEI Number for the organization in the UEI field while adding
a profile.

For more detailed instructions about creating a profile on Grants.gov, refer to:
https://www.grants.egov/web/grants/applicants/registration/add-profile.html.
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4)

5)

6)

EBiz POC Authorized Profile Roles: After you register with Grants.gov and
create an Organization Applicant Profile, the organization applicant's request for
Grants.gov roles and access is sent to the EBiz POC. The EBiz POC will then log
in to Grants.gov and authorize the appropriate roles, which may include the AOR
role, thereby giving you permission to complete and submit applications on behalf
of the organization. You will be able to submit your application online any time
after you have been assigned the AOR role.

For more detailed instructions about creating a profile on Grants.gov, refer to:
https://www.grants.gov/web/grants/applicants/registration/authorize-roles.html.

Track Role Status: To track your role request, refer to:
https://www.grants.gov/web/grants/applicants/registration/track-role-status.html.

Electronic Signature: When applications are submitted through Grants.gov, the
name of the organization applicant with the AOR role that submitted the
application is inserted into the signature line of the application, serving as the
electronic signature. The EBiz POC must authorize people who are able to make
legally binding commitments on behalf of the organization as a user with the
AOR role; this step is often missed, and it is crucial for valid and timely
submissions.

7. How to submit an Application to DHS via Grants.gov
Grants.gov applicants can apply online using Workspace. Workspace is a shared, online
environment where members of a grant team may simultaneously access and edit
different webforms within an application. For each NOFO, you can create individual
instances of a workspace.

Below is an overview of applying on Grants.gov. For access to complete instructions on
how to apply for opportunities using Workspace, refer to:
https://www.grants.gov/web/grants/applicants/workspace-overview.html.

a.

Create a Workspace: Creating a workspace allows you to complete it online and route
it through your organization for review before submitting.

b. Complete a Workspace: Add participants to the workspace to work on the application

C.

together, complete all the required forms online or by downloading PDF versions, and

check for errors before submission. The Workspace progress bar will display the state
of your application process as you apply. As you apply using Workspace, you may
click the blue question mark icon near the upper-right corner of each page to access
context-sensitive help.

Adobe Reader: If you decide not to apply by filling out webforms you can download
individual PDF forms in Workspace. The individual PDF forms can be downloaded

Page 17 of 31


https://www.grants.gov/web/grants/applicants/registration/authorize-roles.html
https://www.grants.gov/web/grants/applicants/registration/track-role-status.html
https://www.grants.gov/web/grants/applicants/workspace-overview.html

and saved to your local device storage, network drive(s), or external drives, then
accessed through Adobe Reader.

NOTE: Visit the Adobe Software Compatibility page on Grants.gov to download the
appropriate version of the software at:
https://www.grants.gov/web/grants/applicants/adobe-software-compatibility.html.

d. Mandatory Fields in Forms: In the forms, you will note fields marked with an asterisk
and a different background color. These fields are mandatory fields that must be
completed to successfully submit your application.

e. Complete SF-424 Fields First: The forms are designed to fill in common required
fields across other forms, such as the applicant name, address, and UEI number. To
trigger this feature, an applicant must complete the SF-424 information first. Once it
is completed, the information will transfer to the other forms.

f.  Submit a Workspace: An application may be submitted through workspace by
clicking the Sign and Submit button on the Manage Workspace page, under the
Forms tab. Grants.gov recommends submitting your application package at least 24-
48 hours prior to the close date to provide you with time to correct any potential
technical issues that may disrupt the application submission.

g. Track a Workspace Submission: After successfully submitting a workspace
application, a Grants.gov Tracking Number (GRANTXXXXXXXX) is automatically
assigned to the application. The number will be listed on the Confirmation page that
is generated after submission. Using the tracking number, access the Track My
Application page under the Applicants tab or the Details tab in the submitted
workspace.

For additional training resources, including video tutorials, refer to:
https://www.erants.ecov/web/grants/applicants/applicant-training.html.

Applicant Support: Grants.gov provides applicants 24/7 support via the toll-free
number 1-800-518-4726 and email at support(@grants.gov. For questions related to
the specific grant opportunity, contact the number listed in the application package of
the grant to which you are applying.

If you are experiencing difficulties with your submission, it is best to call the
Grants.gov Support Center and get a ticket number. The Support Center ticket
number will assist DHS with tracking your issue and understanding background
information on the issue.

8. Timely Receipt Requirements and Proof of Timely Submission

a. Online Submission. All applications must be received by 05:00:00 PM Eastern time
on the application deadline. Proof of timely submission is automatically recorded by
Grants.gov. An electronic date/time stamp is generated within the system when the
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application is successfully received by Grants.gov. The applicant with the AOR role
who submitted the application will receive an acknowledgement of receipt and a
tracking number (GRANTXXXXXXXX) from Grants.gov with the successful
transmission of their application. This applicant with the AOR role will also receive
the official date/time stamp and Grants.gov Tracking number in an email serving as
proof of their timely submission.

When DHS successfully retrieves the application from Grants.gov, and acknowledges
the download of submissions, Grants.gov will provide an electronic acknowledgment
of receipt of the application to the email address of the applicant with the AOR role
who submitted the application. Again, proof of timely submission shall be the
official date and time that Grants.gov receives your application. Applications
received by Grants.gov after the established due date for the program will be
considered late and will not be considered for funding by DHS.

Applicants using slow internet, such as dial-up connections, should be aware that
transmission can take some time before Grants.gov receives your application. Again,
Grants.gov will provide either an error or a successfully received transmission in the
form of an email sent to the applicant with the AOR role attempting to submit the
application. The Grants.gov Support Center reports that some applicants end the
transmission because they think that nothing is occurring during the transmission
process. Please be patient and give the system time to process the application.

9. Content and Form of Application Submission
The following forms or information are required to be submitted in Grants.gov as part of
the application. Applicants may also access the SFs at
https://www.grants.gov/web/grants/forms/sf-424-family.html.

SF-424, Application for Federal Assistance, initial application submitted through
Grants.gov

SF-424A Budget. Applicants must provide budgets by object class (salaries, fringe,
travel, indirect, equipment, supplies, etc.). Funds may be requested as long as the item
and amount are necessary to perform the proposed work and are not precluded by the cost
principles or program funding restrictions.

Grants.gov Lobbying Form, Certification Regarding Lobbying, submitted through
Grants.gov

The following program-specific forms or information are required to be submitted in
Grants.gov as part of the application:

e Project Abstract. Provide a summary description, not to exceed one page, of the
proposed activity suitable for dissemination to the public. It should be concise and
accurate and should contain a statement of objectives. It should be informative to
other persons working in the same or related fields and insofar as possible

Page 19 of 31


https://www.grants.gov/web/grants/forms/sf-424-family.html

understandable to a technically literate lay reader. This Abstract must not include
any proprietary/confidential information.

e Project Narrative. The Project Narrative (including the Project Abstract) must not
exceed a maximum of twenty (20) single-spaced pages in length. Narrative shall
include at a minimum the technical approach and methods utilized for research,
organizations and key personnel, projected outputs and knowledge products to be
developed, schedule and timeline, risk mitigation plan, and a transition plan.
Pages refer to one-side of a single-spaced typed page. Font size should be no
smaller than 10 and the proposal must be submitted on 8 /2" x 11" paper. Pages in
excess of the 21-page limit will not be considered. Supporting materials, such as
resumes, letters of support and/or commitment, privacy certificate, and fleet
description information can be submitted as attachments and are not included in
the 21-page limit.

e Appendices. For those research efforts working with a digital industry partners,
small businesses and NGO’s, a signed letter of support is required as part of the
application to ensure the entity is aware and in support of the research design.

e Applicants are requested to submit a privacy certificate? for proposed research funded
through a Financial Assistance Agreement. The privacy certificate is intended to provide
assurances that the applicant understands and agrees to accept the responsibility to
safeguard any personally identifiable information collected through the research and
will abide by specific procedures to ensure the information is adequately protected. A
model privacy certificate is included that applicants can utilize.

10. Other Submission Requirements
Recipients and subrecipients must carry out their programs and activities, including those
related to the building, sustainment, and delivery of core capabilities, in a manner that
respects and ensures the protection of civil rights for protected populations.

The DHS Standard Terms and Conditions include a fuller list of the civil rights
provisions that apply to recipients. These terms and conditions can be found in the DHS
Standard Terms and Conditions. Additional information on civil rights provisions is
available at https://www.fema.gov/about/offices/equal-rights/civil-rights.

DHS takes seriously its responsibility to protect the privacy of individuals in all of its
activities. In addition to abiding by the “Best Practices for Use and Collection of
Personally Identifiable Information (PII)” included in the DHS Standard Terms and
Conditions, recipients of a cooperative agreement under this NOFO shall limit the
collection of PII to only the information necessary to implement their project. Recipients
shall not transmit PII of program participants to DHS. In the collection of information for
the purposes of measuring performance, program evaluation, and meeting DHS reporting
requirements, data should be aggregated or anonymized prior to transmittal.

2 A template for the Privacy Certificate is included as Annex 3.
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Successful applicants must meet all DHS and U.S. Department of Health and Human
Services (HHS) requirements regarding research involving human subjects. These
requirements can be found in 45 C.F.R. Part 46, Subparts A-D. Subpart A of 45

C.F.R. Part 46 codifies the Federal Policy for the Protection of Human Subjects (also
known as The Common Rule) which represents the basic foundation for the protection of
human subjects in most research conducted or support by U.S. Federal departments and
agencies. Successful applicants will incorporate an IRB determination review process
into their project narrative. DHS has a process to review IRB determinations, and the
Program Manager will work with the Awardee to ensure compliance prior to the
collection of any data from human subjects.

Recipients may not employ deceptive or covert practices to collect data. No unapproved false
identities can be used to collect data.

Recipients may not provide identifiable research data to law enforcement, intelligence, or
investigative agencies.

Recipients will respect the privacy settings set by individuals on websites, only collecting publicly
available social media information (e.g., open source information).

Keywords used by recipients to query publicly available information must be designed in such a
way as to not profile, target, or discriminate, against any individual based on the content of their
speech and how they express themselves non-violently, their associations, how and whether
they choose to worship, and how they choose to non-violently express their concerns or
positions to government. See, e.g., Department of Justice guidance.

Web scraping is not permissible by successful applicants recipients

Recipients must ensure that, when sourced from social media, data collection must abide by the
established Terms of Service of any internet service provider(s) or other publicly available
information platforms—including social media companies—from which the information is
collected. Recipients will access and retain a copy of the relevant Terms of Service of each
website accessed, and review monthly the terms of Service for each website accessed within the
last 30 days. If the Terms of Service have been updated, a copy of the updated Terms of Service
must be retained.

Recipients engaging in social media emotion analysis must provide independent, peer-reviewed
proof of efficacy before research commences.
3) If some form of emotion analysis is necessary, it will be made based upon the subject's
words and images.
4) Emoticons alone, or the like, will not be used to determine an individual's emotional
state.
5) Any risk analysis based on publicly available or social media information will not include
emotion analysis or monitoring.

Recipients will refrain from using any tools that attempt to predict future behavior of an
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individual or anticipate a specific emotional response based upon interpretation of past
displayed emotions.

Recipients developing risk profiles or assessments may not utilize predictive analysis unless the
efficacy of the predictive analytic technique or methodology has been peer-reviewed and
independently validated. Any research using predictive analysis requires a description of how
unintended bias is accounted for and controlled, and how data provenance is tracked and
maintained by any party collecting the data.

. Funding Restrictions and Allowable Costs

N/A

12. Allowable Costs

a. Pre-Award Costs
Pre-award costs are not allowed.

b. Management and Administration (M&A) Costs
Discretionary M&A costs are allowable in the event the Recipient does not have an
indirect cost rate agreement. The Recipient is allowed a maximum of up to ten (10)
percent for M&A costs in these instances.

M&A are not operational costs but are necessary costs incurred in direct support of
the grant or as a consequence of it, such as travel, meeting-related expenses, and
salaries of full/part-time staff in direct support of the program. As such these can be
itemized in financial reports.

An application must provide in the project narrative a detailed description of these
expenses.

c. Indirect Facilities and Administrative (F&A) Costs |
Indirect costs are allowable. Provide a copy of the latest rate agreement negotiated
with a cognizant Federal agency. If the applicant organization is in the process of
initially developing or renegotiating a rate, upon notification that an award will be
made, it should immediately develop a tentative indirect cost rate proposal based on
its most recently completed fiscal year, in accordance with the cognizant agency's
guidelines for establishing indirect cost rates and submit it to the cognizant agency.

Applicants awaiting approval of their indirect cost proposals may also request indirect
costs. When an indirect cost rate is requested, those costs included in the indirect cost
pool should not also be charged as direct costs to the award. Also, if the applicant is
requesting a rate that is less than what is allowed under the program, the authorized
representative of the applicant’s organization must submit a signed acknowledgement
that the applicant is accepting a lower rate than allowed.
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D.

I.

Application Review Information

Application Evaluation Criteria

a. Programmatic Criteria
DHS S&T will evaluate all applications for the program evaluation and are selected

based on having scientific and technical backgrounds that sufficiently cover the areas
required to fairly evaluate the applications. A list of expected skill sets of the program
evaluators is outlined below:

e Multidisciplinary expertise in public health emergency preparedness and
response with a particular need on subject matter expertise in terrorism and
targeted violence.

e Awareness of community developments, including latest prominent F/S/L/T
efforts to advance public outreach, terrorism and targeted violence
programming/interventions and expertise in conducting evaluation research in
terrorism and targeted violence.

e The ability to apply active management, experience, or demonstrated
knowledge of performance, policy, strategy, tactics, techniques, procedures,
and operational impacts to the DHS mission through the application of
fundamental research in behavioral, social, economic, human factors, and
investigative science research and development programs effectively.

DHS will use the following criteria to evaluate full proposal submissions. Proposals
that do not provide satisfactory responses to these essential criteria will be deemed
nonresponsive and returned

1. Statement of applicant's capabilities/competencies (relevant projects,
experience, capacities): The applicant should provide any qualifications and
experience of proposed project staff (that is, the principal investigator, any
and all co-principal investigators, and all other individuals and organizations
identified in the application (regardless of "investigator" status), who will be
significantly involved in substantive aspects of the proposal. 0-10, weighted
20%.

2. Quality & Feasibility of Technical Approach: The applicant should
demonstrate soundness of methods and analytic and technical approach to
addressing the stated aim(s) of the proposed project, feasibility of proposed
project, awareness of potential pitfalls of proposed project design and
feasibility of proposed actions to minimize and/or mitigate them. 0-10,
weighted 50%.

3. Program Management Approach: Proposals should demonstrate the ability of
the applicant organization to manage the effort and should include proposed
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timeline and project milestones which are feasible based on the proposed
work. 0-10, weighted 20%.

4. Cost Effectiveness, relative to anticipated results/products: Proposals should
include the total cost of the project relative to the perceived benefit (cost
effectiveness), discuss the appropriateness of the budget relative to the level of
effort, the use of existing resources to conserve costs, proposed budget
alignment with proposed project activities, and that any proposed participant
support costs such as stipends, incentives, and/or reimbursements that are
reasonable and well-justified. 0-10, weighted 10%.

Three Evaluators will independently evaluate and score each application. Evaluators
will then participate in the discussion of these applications when the group convenes
for the consensus evaluation. All members of the evaluation are permitted to
contribute to the group discussions at the consensus evaluation. Discussions may
occur virtually.

. Financial Integrity Criteria

Prior to making a federal award, the DHS FAO is required by The Payment Integrity
Act 0f 2019, 41 U.S.C. §2313 — Database for federal agency contract and grant
officers and suspension and debarment officials, and 2 C.F.R. §200.206 to review
information available through any OMB-designated repositories of government wide
eligibility qualification or financial integrity information. Therefore, application
evaluation criteria may include the following risk-based considerations of the
applicant:

1) Financial stability.

2) Quality of management systems and ability to meet management standards.

3) History of performance in managing federal award.

4) Reports and findings from audits.

5) Ability to effectively implement statutory, regulatory, or other requirements.

Supplemental Financial Integrity Criteria and Review
Prior to making a federal award where the anticipated total federal share will be
greater than the simplified acquisition threshold, currently $250,000 (see Section 805
of the National Defense Authorization Act for Fiscal Year 2018, Pub. L. No. 115-91,
OMB Memorandum M-18-18 at https://www.whitehouse.gov/wp-
content/uploads/2018/06/M-18-18.pdf):
1) DHS FAO is required to review and consider any information about the
applicant that is in the designated integrity and performance system
accessible through SAM, which is currently the Federal Awardee
Performance and Integrity Information System (FAPIIS) and is accessible
through the sam.gov website.
2) An applicant, at its option, may review information in FAPIIS and
comment on any information about itself that a federal awarding agency
previously entered.
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3) DHS FAO will consider any comments by the applicant, in addition to the
other information in FAPIIS, in making a judgment about the applicant’s
integrity, business ethics, and record of performance under federal awards
when completing the review of risk posed by applicants as described in 2
C.F.R. §200.206.

2. Review and Selection Process

DHS S&T Program Managers and Subject Matter Experts will evaluate all applications
for the NOFO and are selected based on having technical backgrounds that sufficiently
cover the areas required to fairly evaluate the applications.

E. Federal Award Administration Information

1.

Notice of Award

Before accepting the award, the AOR and recipient should carefully read the award
package. The award package includes instructions on administering the grant award and
the terms and conditions associated with responsibilities under federal awards.
Recipients must accept all conditions in this NOFO as well as any special terms and
conditions in the Notice of Award to receive an award under this program.

Notice of federal award signed by the grants officer (or equivalent) is the authorizing
document and shall be made available in the Grants.gov portal.

Administrative and National Policy Requirements

All successful applicants for DHS grant and cooperative agreements are required to
comply with DHS Standard Terms and Conditions, which are available online at: DHS
Standard Terms and Conditions.

The applicable DHS Standard Terms and Conditions will be those in effect at the time the
award was made unless the application is for a continuation award. In that event, the
terms and conditions in effect at the time the original award was made will generally
apply. What terms and conditions will apply for the award will be clearly stated in the
award package at the time of award.

Reporting
Details on the reporting requirements will be coordinated between the performer and the
Project Manager.

1) Federal Financial Reporting Requirements
The Federal Financial Report (FFR) form is available online at: SF-425 OMB #4040-
0014

2) Programmatic Performance Reporting Requirements
The DHS S&T Program Manager (PM) requires Awardees to manage and monitor
each program, project, sub-award, function, or activity supported by the award
through the use of monthly Quad charts and monthly progress reports (templates to be
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3)

provided by the government). The submission of monthly Quad charts and monthly
performance reports will facilitate the government’s ability to make recommendations
and suggestions to ensure that needs and operational requirements of the targeted
communities of this award are being met. All technical plans and reports will be
reviewed to ensure the highest scientific standards by the DHS PM.

A Program Management Plan (PMP) shall also be developed at least 30 days after the
award start date. Template to be provided by the government upon successful notice
of an award being issued.

Performance reports must require: 1) A comparison of actual accomplishments to the
objectives of the federal award established for the period; 2) A computation of the
costs related to units of accomplishment (where the accomplishments of the federal
award can be quantified); 3) Performance trend data and analysis if data is available
supporting the performance and there is analysis of performance data; 4) The reasons
why established goals were not met, if appropriate; and 5) Additional pertinent
information including, when appropriate, analysis and explanation of cost overruns or
high unit costs. (2 C.F.R. §200.329, Monitoring and Reporting Program
Performance).

Performance measures data should be included in performance reports to measure
specific outcomes for a recipient’s project and identify project performance
accomplishments in relation to the DHS program. For example, performance goals,
indicators and milestones should be included in the performance reports. (2 C.F.R.
§200.301, Performance Measurement) .

Closeout Reporting Requirements

Within 120 days after the end of the period of performance, or after an amendment

has been issued to close out a grant, recipients must submit the following:

1) The final request for payment, if applicable.

2) The final FFR (SF-425).

3) The final report detailing all accomplishments.

4) A qualitative narrative summary of the impact of those accomplishments
throughout the period of performance.

5) Other documents required by this NOFO, terms and conditions of the award, or
other DHS FAO guidance.

After these reports have been reviewed and approved by DHS FAO, a closeout notice
will be completed to close out the grant. The notice will indicate the period of
performance as closed, list any remaining funds that will be de-obligated, and address
the requirement of maintaining the grant records for three years from the date of the
final FFR, unless a longer period applies, such as due to an audit or litigation, for
equipment or real property used beyond the period of performance, or due to other
circumstances outlined in 2 C.F.R. §200.334, Retention Requirements for Records.
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4)

S)

6)

In addition, any recipient that issues subawards to any subrecipient is responsible for
closing out those subawards as described in 2 C.F.R. §200.344, Closeout. Recipients
acting as pass-through entities must ensure that they complete the closeout of their
subawards in time to submit all necessary documentation and information to DHS
FAO during the closeout of their prime grant award.

The recipient is responsible for returning any funds that have been drawn down but
remain as unliquidated on recipient financial records.

Disclosing Information per 2 C.F.R. §180.335

This reporting requirement pertains to disclosing information related to

government-wide suspension and debarment requirements. Before a recipient

enters a grant award with DHS FAO, the recipient must notify DHS FAO if it
knows if it or any of the recipient’s principals under the award fall under one or

more of the four criteria listed at 2 C.F.R. § 180.335:

a) Are presently excluded or disqualified.

b) Have been convicted within the preceding three years of any of the offenses listed
in 2 C.F.R. § 180.800(a) or had a civil judgment rendered against it or any of the
recipient’s principals for one of those offenses within that time period.

c) Are presently indicted for or otherwise criminally or civilly charged by a
governmental entity (federal, state, or local) with commission of any of the
offenses listed in 2 C.F.R. § 180.800(a).

d) Have had one or more public transactions (federal, state, or local) terminated
within the preceding three years for cause or default.

At any time after accepting the award, if the recipient learns that it or any of its
principals falls under one or more of the criteria listed at 2 C.F.R. § 180.335, the
recipient must provide immediate written notice to DHS FAO in accordance with 2
C.F.R. § 180.350.

Monitoring and Oversight

Per 2 C.F.R. §200.329, DHS FAO, through its authorized representatives, has the
right, at all reasonable times, to conduct desk reviews, make site visits to review
project accomplishments and management control systems to review project
accomplishments and to provide any required technical assistance. During site visits,
DHS FAO will review grant recipients’ files related to the grant award. As part of
any monitoring and program evaluation activities, grant recipients must permit DHS
FAO, upon reasonable notice, to review grant-related records and to interview the
organization’s staff and contractors regarding the program. Recipients must respond
in a timely and accurate manner to DHS FAO requests for information relating to the
grant program.

Program Evaluation
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Recipients and subrecipients are encouraged to incorporate program evaluation
activities from the outset of their program design and implementation to meaningfully
document and measure their progress towards the outcomes proposed Title I of the
Foundations for Evidence-Based Policymaking Act of 2018 (Evidence Act), Pub. L.
No. 115-435 (2019) defines evaluation as “an assessment using systematic data
collection and analysis of one or more programs, policies, and organizations intended
to assess their effectiveness and efficiency.” Evidence Act § 101 (codified at 5 U.S.C.
§ 311). Credible program evaluation activities are implemented with relevance and
utility, rigor, independence and objectivity, transparency, and ethics (OMB Circular
A-11, Part 6 Section 290).

Evaluation costs are allowable costs (either as direct or indirect), unless prohibited by
statute or regulation, and such costs may include the personnel and equipment needed
for data infrastructure and expertise in data analysis, performance, and evaluation. (2
C.F.R. §200).

In addition, recipients are required to participate in a DHS-led evaluation if selected,
which may be carried out by a third-party on behalf of the Program Office or DHS.
By accepting grant funds, recipients agree to participate in the evaluation, which may
include analysis of individuals who benefit from the grant, and provide access to
program operating personnel and participants, as specified by the evaluator(s) during

the award.

F. DHS Awarding Agency Contact Information

1.

Contact and Resource Information

Program Manager(s) for Priority (i) — (v):
Ajmal Aziz / Dr. Nadine Frederique / Ross Owens
Science and Technology Directorate

Department of Homeland Security
Ajmal.Aziz@hqg.dhs.gov
Nadine.Frederique@hgq.dhs.gov
Ross.Owens@hg.dhs.gov

Grants Officer:
Janet Bailey
Grants and Financial Assistance Division

Department of Homeland Security
Janet.Bailey@HQ.DHS.GOV

G. Other Information
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1. Period of Performance Extensions

Extensions to the period of performance under this program are allowed. Extensions to
the POP identified in the award will only be considered through formal, written requests
to the recipient’s S&T Program Manager and must contain specific and compelling
justifications as to why an extension is required. Recipients are advised to coordinate
with the S&T PM as needed when preparing an extension request. Extension requests
will be granted only due to compelling legal, policy, or operational challenges. Recipients
should submit all proposed extension requests to S&T for review and approval at least 60
days prior to the end of the POP to allow sufficient processing time.

2. FEMA Financial Assistance Programs for Infrastructure
a. Build America, Buy America Act

Recipients and subrecipients must comply with the Build America, Buy America Act
(BABAA), which was enacted as part of the Infrastructure Investment and Jobs Act
§§ 70901-70927, Pub. L. No. 117-58 (2021); and Executive Order 14005, Ensuring
the Future is Made in All of America by All of America’s Workers. See also Office
of Management and Budget (OMB), Memorandum M-22-11, Initial Implementation
Guidance on Application of Buy America Preference in Federal Financial Assistance
Programs for Infrastructure.

After FEMA’s General Applicability Public Interest waiver expires on January 1,
2023 (or is otherwise extended), none of the funds provided under this program may
be used for a project for infrastructure unless the iron and steel, manufactured
products, and construction materials used in that infrastructure are produced in the
United States.

The Buy America preference only applies to articles, materials, and supplies that are
consumed in, incorporated into, or affixed to an infrastructure project. As such, it
does not apply to tools, equipment, and supplies, such as temporary scaffolding,
brought to the construction site and removed at or before the completion of the
infrastructure project. Nor does a Buy America preference apply to equipment and
furnishings, such as movable chairs, desks, and portable computer equipment, that are
used at or within the finished infrastructure project but are not an integral part of the
structure or permanently affixed to the infrastructure project.

To see whether a particular FEMA federal financial assistance program is considered
an infrastructure program and thus required to include a Buy America preference,
please see Programs and Definitions: Build America, Buy America Act | FEMA.gov.

Waivers

When necessary, recipients (and subrecipients through their pass-through entity) may
apply for, and FEMA may grant, a waiver from these requirements.
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A waiver of the domestic content procurement preference may be granted by the
agency awarding official if FEMA determines that:

1) Applying the domestic content procurement preference would be inconsistent
with the public interest.

2) The types of iron, steel, manufactured products, or construction materials are
not produced in the United States in sufficient and reasonably available
quantities or of a satisfactory quality.

3) The inclusion of iron, steel, manufactured products, or construction materials
produced in the United States will increase the cost of the overall project by
more than 25%.

For FEMA awards, the process for requesting a waiver from the Buy America
preference requirements can be found on FEMA’s website at: "Buy America"
Preference in FEMA Financial Assistance Programs for Infrastructure | FEMA.gov.

Definitions

Construction materials: an article, material, or supply—other than an item primarily
of iron or steel; a manufactured product; cement and cementitious materials;
aggregates such as stone, sand, or gravel; or aggregate binding agents or additives—
that is or consists primarily of non-ferrous metals, plastic and polymer-based products
(including polyvinylchloride, composite building materials, and polymers used in
fiber optic cables), glass (including optic glass), lumber, paint, and drywall.

Domestic content procurement preference: Means all iron and steel used in the
project are produced in the United States; the manufactured products used in the
project are produced in the United States; or the construction materials used in the
project are produced in the United States.

Federal financial assistance: Generally defined in 2 C.F.R. § 200.1 and includes all
expenditures by a federal agency to a non-federal entity for an infrastructure project,
except that it does not include expenditures for assistance authorities relating to
major disasters or emergencies under sections 402, 403, 404, 406, 408, or 502 of the
Robert T. Stafford Disaster Relief and Emergency Assistance Act relating to a major
disaster or emergency declared under section 401 or 501, respectively, or pre and
post disaster or emergency response expenditures.

Infrastructure: infrastructure projects which serve a public function, including at a
minimum, the structures, facilities, and equipment for, in the United States, roads,
highways, and bridges; public transportation; dams, ports, harbors, and other
maritime facilities; intercity passenger and freight railroads; freight and intermodal
facilities; airports; water systems, including drinking water and wastewater systems;
electrical transmission facilities and systems; utilities; broadband infrastructure; and
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buildings and real property; and structures, facilities, and equipment that generate,
transport, and distribute energy.

Produced in the United States: means the following for:

1) Iron and steel: All manufacturing processes, from the initial melting stage
through the application of coatings, occurred in the United States.

2) Manufactured products: The product was manufactured in the United States,
and the cost of the components of the manufactured product that are mined,
produced, or manufactured in the United States is greater than 55 percent of the
total cost of all components of the manufactured product, unless another standard
for determining the minimum amount of domestic content of the manufactured
product has been established under applicable law or regulation.

3) Construction Materials: All manufacturing processes for the construction
material occurred in the United States.

Project: is any activity related to the construction, alteration, maintenance, or repair of
infrastructure in the United States
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